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‘PAGE THO ALEXANDRIA (196B-NEW) UNCLAS ace Se 
FOR THE, INFORMATION. OF THE BUREAU AND RECEIVING oFFtoss, Bene 
ER AL TELEPHONE AND ELECTR ONICS. (GTE) Owns “AND OPERATES a COMPUTER’ 
- NETUORK KNOWN ag TELE NET WHICH LINKS vaRIOUS: SUBSCRIBER COMPANIES 
AND GOVER AMEN AGENCLES THROUGH ‘A TEE-IN SYSTEM IN UME =ROUS. CITIES 
/ ACCES S. is ‘OBTAINED’ BY CALL Ne A PUBLISHED, TELEPHONE NUMBER ela 7 
Tous CITIE TELENET “Has MOST RECEI NTLY : BE EN. 18 THE. NATIONAL NEWS: 
MEDIA AS A aia OF UNAUTHORIZED ENTRIES GENERATING FROM THE MIL- 
MAUKEE AREA BY A GROUP MF EXPLORER. BOY SCOUTS. . ah 7 
| WITHIN THE TELENET SYSTEM IS rs SERVICE CALLED TELEMATL. WHICH 
OFFERS. A COMPUTERIZED MESS AGE CAPABILITY’ BETWEEN TELEMALL. “cusTos fERS. 
AND WITHIN A uy TELEMALL SUBSCRIBERS. COMPANY’. . “Each TELE MAIL SUBS- 
CRIBER IS. RESPONSIBLE FOR: SETTING UP AN. "IN HOUSE”. ADMINISTRATOR 
TO OVERSEE ALL. ADMINISTRATIVE, FUNCTIONS: OF THE CUSTOMERS TELEMAIL 
* SERVICE, INCLUDING THE. AS SIGNMENT OF | LEVELS OF ACCESSABILITY BY 
"EMPLOYERS OF THE SUBSCRIBER COMPANY. | eae “% . 
RECENTLY IT HAS: COME TO: THE ATTENTION oF QTE, THAT: couPuTERS 
OF CE ERTALN TELEMATL suBscriBERs HAVE BEEN AccEssep BY A GROUP OF 
UINTRUDERS. FROM ‘DIFFERENT AREAS OF THE count RY. THE LNTRUDERS, | 
- SOME OF WHOM HAVE. BANDED. TOGETHER 1M GROUPS KNOWN ist INNER’ CIRCLE" 
“-AND " OPERATIONS’ CIRCLE “ HAVE GAINED ACCESS, TO CERTAIN. SUBSCRIBERS 
_ urine or a7 Pes ASSIGNED TO SUBSCRIBER ADMINIS - 
TRATOR S, AND ESTABLISHING PIRATE. “BULLETIN BOARDS" WITHIN THE SUBS 


i 


CRIBER SYSTEM, ss WELL as “BROWSING THROUGH SUBSCRIBER FILES THES 


“ous : : . _ . . ot : . 
a er . . . . ‘ 7 . 
poets : . . . : ye 
‘ . 
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| "BULLETIN BOARDS" HAVE BEEN ESTABLISHED yITHOUT: THE SUBSCRIBERS: 

KNOWLEDGE OR CONSENT AND MALNTALN. THEIR ou. DEGREE OF. SECURITY. 
ONCE IT WAS. DETERMIA JED THAT CERTAIN. TELEMATL CUSTOMERS rues 

| WERE BEING INFILTRATED QTE WAS ABLE TO. RETRIEVE MESSAGES: POSTED .ON 

“THE. BULLETIN 39ARDS AND DETERMINED THAT TRAFFIC BETWEEN “1NNER | 

CIRCLE” MEMBERS DISCUSSED ON AUG gus? 15,1983, aN OPERATION KNOWN As 

"ULTIMATE RIPOFF™. IN ONE OF THE MESSAGES ON. THE BULLETIN. BOARD - 


ON 8/15/83, vusisyeL—_] NOTED: To eysus —_____] war HE co 7 


PICKED THE WRONG SYSTEW BECAUSE. CODE 21256 IS A DEMO SYSTEM AND? 


"YOU CAN'T REALLY DO AWTHING WITH IT". (Joovrseo 


HE WAS, SUPPOSED TO °GET INTO SYSTEM calast. “FOR THE INFORMATION OF 
RECEIVING OFFICES, BOTH ACCOUNT HUMBER 212856 np 21267 ARE TELEMAIL. 
ACCOUNTS “ASSIGNED TO CITIBANK, NEWYORK, NY. 0 
: A. SECOND MESSAGE, POSTED. ON 8/15/83 rrow[__Jawsouncep A 


CONFERENCE (PRESUMABLY : A TE :LECO NFERENCE ) FOR LATER THAT EVENING 


| _ WHERE THE TOPIC Ss UNDER DISCUSSION yULD INCLUDE "COSMOS" 5 ULTIMATE 


RIPOFF” AND “BLU - STUFF". : FURTHER RAFFIC oN THAT DATE ISSUES ©. 
“cAUTION TO. MEMBERS OF THE CIRCLE To. PURGE MESSAGES ONCE THEY ARE 

| RETRIEVED OFF THE ‘BULLETIN BOARD, As WELL US* ISSUING: CAUTIONS TQ. 
MEMBERS NOT T0 USE - TELEPHO NES FOR COMMUNICATIONS RELATED TO THE. 


ULT ma TE R PPO 
x grrr ANOT HER” MESSAGE. ON 8/15/78 3 ASKS THE QUESTION 


—"yHO “IS GOING INTO 0. THE BANK AN iD. PECK UP THE MONEY"? 


a . b6 . 
-“pTc 


a, 3 ; a @ rn os - 

PAGE FOUR ALEXANDRIA ase ~NEW). ‘UNCLAS | | | 

. “ON LATE AFTERNOON, 8/25/83 GTE: ADVISED. ALEXANDRIA THAT: A ee 

THER REVIEW OF THEIR SYSTEM HAS UNCOVERED: OTHER ‘INTRUDERS NOT. PRE 

VIOUSLY DISCERNALBE TO GTE WHICH: INDICATES THIS INTRUSION PROBLEM 

Is FAR MORE WIDESPREAD THAN PREVIOULY THOUGHT. ~ GTE 18 COMPILING 

DATE AT THE PRESENT TIME AND & MEETING IS. SET FOR Ams, 8/29/83 gers |y 

WEEN REPRESENTATIVES OF ate AND FB, AX DIVISION To Discuss ‘THESE ‘ 

LATEST FINDINGS | a ; e: _ 

| IN THE MEANTINE, RECEIVING OFFICES SHOULD BE “ALERT 70 THE 

| FACT THAT US ATTORNEY ELSIE MUNSELL, EDVA’ HAS BEEN CONTACTED AND 

IS OF THE OPINION THAT THE PERPETRATORS COUD BE SUBJECT To PROSE-. 

CUTION FOR VIGLATION OF T IS, USC, SECTION 1343, “HIRE FRAUD)» 

“au T 18, usc SECTION ee A MINIMUM. ae 
CALLS ARE ENTERING THE, SYSTEM THROUGH TELEWET PORTS pe 

MICHIGAN; SAN DIEGO, CALIFORNIAS NEW YORK, NY. 3 WHITE. PLAINS, NY - 

AREA AND BALTIMORE , “MARYLAND ARE EA. GTE IS MAKING A CONCERTED EFFOR 

TO WRITE A PROGRAM INTO THE “SYSTEM THAT WILL ALLOW, FOR A 24 HOUR A | 

DAY. LIVE MONITOR ON AccOUNTS KNOWN: TO BE ACCESSED BY WEMBERS OF THE. 

CIRCLE GROUPS AND IT IS ALSO ANTICIPATED ‘THIS WILL BE IN, FULL 

OPERATION BY 8/29/83. _ | ; oe ; 
PRIOR TO THE DIS CO VERY OF THE LATEST ‘INTRUSIONS, GTE HAD RST- 

IMATED LOSSES" To GTE AT. APPROXIMATELY $20,000 PER MONTH, “BASED ON 

MANPOWER. AND SERVICE TIME. THE LATEST INTRUSION FINDINGS TEND To 


MAKE THIS, A CONSERVATIVE, IGURE. 


By 


“PAGE FIVE ALEXANDRIA (1968 -HEW) ° uNCALS . —— eo, - nee 
“ALEXANDRIA IS ASSUMING. 00° IN THIS. MATTER ‘vasmuce aS\ ort oe 
COMPANY IS.IN AX TERRITORY AND DISCUSSION. with. ‘tsa. HAS: INDICA 

VENUE COUD LIE IN-EDVA. SINCE GTE, ‘VIENNA, VA. OPERATES aire 


TELEMALL SYSTEM NATIONWIDE AND HAS CAPABILITY 10 HO NITOR THE ENTI TRE 


SYSTEM, AX Is LOGICAL CHOICE FOR COORDINATION OF INVES STIG ATION, 

§ MORE EXPLICIT AND. DETAILED COMMUNICAT IO H WILE FOLLOW, TO. INCLUDE 
ALL DISEERNABLE. 1uFORHATIOW THAT MAY BE OF ASSISTANCE IN. TDENTIFYING 
UNSUBS , As SOON AS THIS NFORMATION CAN BE COMPILED. 7 
IN VIEW OF. NATIONWIDE COMMUNICATIONS UO RDERS OF AMERICA (CMAY 
STRIKE AGAINTS THE BELL ‘PHOWE SYSTEM, THIS COMMUNICA TION IS BEING SUPP-. 
LIED TO OFFICES HAVING AN INVESTIGATE IVE “INTE REST SO THAT, PRELIMINARY | 

CONTACTS CAN BE MADE WITH TELEPHONE of COMPANY. PERSONNEL IN AFFECTED 

JURISDICTIONS, | so 7 oe i 

AT THE PRESENT TIME, ALL RECEIVING OFFICES SARE REQUESTED To MAKE 
“CONTACT WITH APPROPRIATE TELEPHONE COMP ANY (TELCO) SECURITY PERSONNEL 
IN THEIR RESPECTIVE AREAS IN 4N°EFFORT TO. ‘DE TERMINE. WHAT, IF ay, TYPE 
: OF AUTHORIZATION 1s NEEDED TO- PLACE TRAPS ON, INCOMING TELENET ACCE 
LINES IN THE AFFECTED AREAS- IN AW ‘EFFORT TO ‘TRAP ‘CALLS PLACED BY ual 
SUBS. IN THE EVENT IT IS NECESSARY FOR GTE NONETORTNG PERSONNEL TO MAKE 


IMMEDIATE CONTACT WLTH TELCO. PERSONNEL IN AFFECTED “AREAS WHER UNSUBS. 
COME ON LINE, RECEIVING OFFICES, SHOULD ADVISE, ALEXANDRIA OF NAMES AND - 
TELEPHONE NUMBERS OF TELCO SECURITY Pe RSONNEL WHO HAVE BEEN CONTACTED 
TN: THIS. MATTER AS WELL As ANY SPECIAL STR UCT IONS TH TAT TELCO REQUERES 


FOR PLACEMENT OF TRAPS ON THE GTE LINES. 


‘ s : ‘ . =. . “4 
ona oy , rae ot , rf “ 
“ ue ae S : 
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SuTEL RESULTS OF ‘TELCO CONTACTS ‘TO AX BY COB 8/29/83 
NY. SHOULD speci FICALL NOTE THAT- WO: LEAD 1S AT .THIS TIME Set FORTH 
FOR CONTACT WITH ‘CITIBANK, INASMUCH as GTE “IS COMPILING ips ead. 
CITIBANK OFFICEALS: AS*-TO THE DEGREE AND. SEVERIT TY OF ATTEMPTED. PENETR- 


ATION. | 
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INT O GENERAL, TELEPHONE AND. ee ONteS (GTE) 


a ee OIE Se 


wv * 


co), UNAUTHORIZED EN] utr py 


3. TELEMAIL.§. 1. SYSLEM » coat Copan ets OO: ‘AX. 
q RE ALEXANDRIA TEL it DIRECT OR DATED, AUGUST 27, 19836 


, 


AND POT r OAc TELEPHONE COMPANY , CON STELL AT 10N PLACE, BALTIMORE , me od 
LAND, TELEPHONE NUMBER (301) 393-4152, ADVISED HE IS NOT PRESENTLY 
KN OIL EDGE ABLE OF THE PROCEDURE FOR. PLACING TAPS. AFTER CONSULT ING 
WITH HIS LEGAL AND DATA PROCESSING DEPARTMENTS. HE WILL PROVIDE THE 
BALTIMORE OFFICE WITH THE NORFSAR Y DETAT. Be /b—- fat 

LEAD’: BALTIMORE AT ‘BALTIMORE: MAINTAIN “dontact WITH 


AND REPORT RESULTS TO > ALEXANDRIA, ‘ASAP. eee 3 
BT Te tee | : : - § ~SEP x 1983. -; 
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Exec AD Inv. 

Exec AD LES ____ 

Asst. Dir.: 
Adm. Servs. 
Crim, ly. 
Ident. 
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” é. @ es - Exee AD Adm. ___ 
: a4 hoe \ 
‘ p , igs , 


Insp. —_____ 


Intell, _ 


, . ; Leb. 
Mt. Mr. Revell Date August 30, 1983 eed 
Off. Cong. & 
; : Public Atte. 
: : Rec. Ho Tae 
From : b6 Tech, Serv: 


Training 
C ‘ t BIG Telephone Rm. —___ 
a 


irector's Sec’y __ 


Subject: UNSUBS: AK => 
[NNER CIRCLE; = 
TIONS CIRCLE; UNAUTHORIZED -ENTRY..INTO “GENERAL TELEPHONE f° aaa 
AND ELECTRONICS «| eTE)* TELEMALL, SYSTEM;: PEW; CONSPIRACY} ”” 
ae OO: AX . ' ; ee fo . 
; inet : . ’ # Lbs 
PURPOSE: a = ; 


To provide informatign concerning the unauthorized access 
to Telemail, a service in the/(fGeneral Telephone and Electronics y i hoe 
Company (GTE) Telenet system which Links various Subscriber compa=" afi 


nies and Government agencies, 


. RECOMMENDATION: 


v ee he, ee 
w None, for ,information only. . ? Ss 
YS Hee 
- APPROVED: Adm. Serve. ratory 
Crim. tay __ Legal Coun. * 
aR, Director ‘ Off. of Cong. 
X Exec. AD-Adn & Public Affs. 
SS = TM ane KOM Rec. Mgnt. 
: : ec. ADinv. inspection Tech. Servs 
® ea Exec. AD4ES Intell. Traini 
DETAILS: IN 


GTE owns and operates a computer network known as Telenet 
which links various subscriber businesses, companies, and qovern- - 7 
ment agencies in numerous cities. Within the Telenet system is a 
service known as Telemail. This service offers a vel. mes~ 
sage cepanet tty between Telemail , | %O _ YV/ 
Recently, GTE vcarned ar LL2 comparerd some oftjtheir 
Telemail subscribers have been accessed by unauthorized intruders, 
some of whom have organized into groups using group names such as 
"Inner Circle" and "Operations Circle”. The unauthorized access is 
accomplished by obtaining passwords assigned to subscribers; there- 
after, the subjects create a "bulletin board", an information source 

: : e Sina eels ete ema 


7 SEP"iG isos 


Aart b6 
a") y 3 
_cee )eeee b7C 


n 


FBI/DOJ 


to Mr. Revell Memorandum 
RET UNSUBS; AKaL_- ys bs 


for other unauthorized accessors which has its own type of security 
system. GTE has been able to retrieve messages posted on the 
"bulletin boards" and has learned that the subjects have operations 
with code names of "Ultimate Rip-Off",. "Cosmos", and "Blu-Stuff". 
Some of these messages also contain access information; one message 
involved access to accounts assigned to Citibank, New York, New York. 
One message on 8/15/83, asked "Who is going into the banks and pick 
up the money?" 


At this time, GTE is uncovering evidence of numerous intru- 
sions from Detroit, Michigan; San Diego, California; New York, New 
York; and Baltimore, Maryland. GTE is writing a program into their 
system which should be operational by 8/29/83, which will allow 24 hour 
a day monitoring of all accounts known to be accessed’ by the subjects. 


‘The United States Attorney (USA), Eastern District of Vir- 
ginia (EDVA), has advised that the subjects could be violating the 
Fraud By Wire and Conspiracy statutes. Also, the USA believes venue 
could lie in the EDVA since GTE in Vienna, Virginia operates the Tele- 
mail system nationwide and has the capability to monitor the entire 
Telemail system. . 


Close liaison will be maintained with appropriate GTE per- 


sonnel and Alexandria will continue their investigation regarding 
this matter. 
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RE ALEXANDRIA TELET YPES TO DIRECTOR, AUGUST 24, 19835" ausust ae 


1983, AND ‘seerensen! 21988, At Ax TEL CALL To st, 

(FBIH® , 9/6/8360 > oy Tee Y Tha 

FOR INFORMATION OF THE BUREAU AND DETROIT, WEST 1607 10 ‘Th 

THIS MATTER Has REVEALED ‘SIGNIFICANT , “EXTENSIVE, -INTRUSIO NS INTO. 
“AND UNAUTHORIZED USE OF QTE" 8 TELENA LL. SYSTEM BY AT ‘LEAST. THREE. 

SEPARATE GROUPS OF "HACKERS" | INNER CIROLE, PHAL SER'S5, AND ‘WIL KECON). 
‘THESE * HACKERS" WORK IN: CONCERT W ITH EACH: Tier, shar ING ‘INFORMATION - 

IN MET HOD S BY WHICH ACCESS -IS- GAINED INTO. THE ACCOUNTS. Oo gies 


cob es [oan 


5 
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LEGIT IMATE TELEMA IL CUSTONER S.. THE "HACKER S* HAVE CREATED THEIR a 
OWN FRAUDULENT ACCOUNTS AND AT LEAST 20 kNoww TELEMAIL ACCOUNTS | | 
AND HAVE CAUSED THE. TERMINATION OF TWO LEGIT IMATE CUSTOMERS > 
| (COCA-COLA, USA AND RAYT HEO W COMPANY) «- — . 
GTE HAS DETERMINED THAT ‘THE HACKERS HAVE HAD, “ACCESS TO THIS 
SYSTEM SINCE AT LEAST EARLY JULY, 1983, AND THE INIT LAL 
ESTIMATE oF Loss WAS $26,000 ‘PER MONTH, AND THIS: WAS. BE FORE THE 
_ DSCOVERY OF THE LAST Two GROUPS. “(PHAL SERS! AND WIL E00.N) AND THE | 
|: TERMINATION OF THE RAYTHEON ACCOUNT ON AUGUST 29, 1983. =. As ae ee 
———— FOR THE TELEMAML SYSTEM, INDICATED BTC 
THAT IF ANOTHER ACCOUNT IS TERMINATED BY THE “HACKERS,” THE aaa | 
-ENSUING LACK OF CUSTOMER CONFIDENCE, IN TELEMAD: 09 ULD RESULT - 
IN MANY SUBSCRIBERS WITHDRAW ING, “FURTHER RESULTING IN THE Loss “OF ia 7 
“THE ENTIRE TELEMAIL PROGRAM. reve ee Fe be, en ae 
“LWEST IGaT 10 N BY DETROIT we HAS POSITIVELY 7 | ae 


IDENTIFIED ONE OF THE PRIME SUBJECTS asl axa} : a 


‘THIS "HACKER™ IS A PART OF THE: INNER CIRCLE AND THE WIL KECON GROUP. 
DETROIT HAS FURT HER BEEN oF GREAT ASSIST ANCE IN: THIS MATTER THROUGH. 
_INFORMAT ION PROV IDED BY. A OO NFIDE NT IAL SOUR CE. “THE SOURCE IS. ou 


: [Ie Lie ed oe? ee 


¥ a 4 rr ce oe 
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- ALEXANDR TA HAS BEE N WOR KING WITH GTE TO TRACK THE TELEMATL 


INTRUSIONS BY THE HACKERS. AN EXTE NSIVE LIsT OF USER ‘NAME 5 
| (USUALLY, FAL SE) AND TELEPHONE. AREA CODES HAVE BEE N DEVELOPED. oe 
‘IT IS THOUGHT THAT A MEET ING BETWEEN ALEXANDRIA FBI, GTE PERSONNEL, — | 
at sala HIS SO UR CE WOULD BE. EXTREMEL Y PRODUCTIVE IN 16 
TERMS OF IDE MT IFYING THE REAL IDENTITIES OF MANY OF THE. HACKERS, BIC 
ACCORD INGLY, BUREAU APPROVAL Is RE QUE STED FOR sd 

(DETROIT) AND HIS SOURCE TO TRAVEL To ALEXANDR IA ON OR ABOUT” 
SEPTEMBER 7, 1983, FOR A SER IES OF, MEETINGS WITH ALEXANDRIA FBI 
AND GTE PERSONNEL. | | . . 

| SAC DETROIT AND SAC ALEXANDRIA’ 00 NCUR « oe 

"VERBAL. AUT HOR IZAT Io W GRANTED BY. FBIHQ IN RE TELCALL « 
BT’ 
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UNAUT HOR IZED ENTRY INTO GENER AL. TELEPHONE AND | ELECTRONICS otey 

TELEMAIL SYSTEM FRAUD BY WIRES CONSPIRACY | (00: AX Pee ta 
TITLE ‘CHANGED: TO INCLUDE ADDITIONAL SUBJECTS “AND. “ALTASES, a 


PREVIOUSLY CARRIED. AS UNSUB $3 a ar ton, 0 
————— ne oe 
—— —= —— ae eee 
- OPERATIONS. CIRCLES UNAUTHORIZED - ENTRY INTO GENER aL TELEPHONE AND cs _ 
ELECTRON G5 (GTE) TELEMAIL ‘SYSTEMS FRAUD BY WIRES CONSPIRACY (O08 AX)» 

RE ALEXANDRIA TH: ETYPE To DIRECTOR, AUGUST 27, 1983. ee 
FOR INFORMATION OF THE BUREAU AND ALL RECEIVING” OFFICES, 
REVIEW OF TELEMAIL SECURITY LOGS’ BY. GTE IWICATES. THAT AT LEAST AT 
LEGITIMATE USERS OF TELEMAIL HAVE BEEN PENETRATED BY CAPTIONED 
SUBJECTS. IN. ADDITION THREE TELENET INTER NAL SYSTEMS AND. ONE, ‘FIRM 
IN CANADA HAVE BEEN PENETR ATED. | i‘ | _ or 
INVESTIGATION INDICATES THAT. THE -* PHAL SERS” Is A "GROUP WITH SOME 
KNOWLEDGE OF AND POSSIBLY CONNECTED TO THE “INNER “cIRCLE™. ae 
CONTENT OF " PHAL SER” MESSAGES INDICATES OLDER PERSONS (THAT. 18, NOT 
. TEENAGERS) WITH MORE SOPHISTICATION THAN” “LNNER - CIR OLE, NEMBERS, <a 
IS THE OPINION OF GTE SECURITY PERSONNEL THAT ONE OR WORE OF THE. 
PHALSERS CAUSED THE TERMINATION OF. ‘TWO ENTIRE TELEMATL, ACCOUNTS, ONE 


‘PAGE THREE AX 1964-633 UNCLAS | . 
ON AUGUST 25, 1983, . AND - ANOTHER on AUGUST. 23, ‘1983. TELENAIL, ae: 


WELL AS THE AF FECT ED USERS, | SUFFERED SIGNIFICANT: FINANCIAL, Loss DUE. 
TO THOSE TERMINATIONS. 


ON AUGUST 30, 1983, se aeanont MET WITH = 


USA EL SIE L. MUNSELL, EDV Ay. AND DRAFTED A PROTOTYPE COURT. ORDER ; 
' FOR TRAP AND . TRACE DEVICES AND. A SUPPORTING AFFIDAVIT. - THESE TWO 
DOCUMENTS WILL BE FACSIMIL ED FROM THE: USA, ‘EDVA, TO THE usa’ s OF THE 


SOUT HER N Diet OF NEW YORK, E ASTER N DISTRICT. OF NEW. YOR K, ‘DISTRICT. - 


OF MARYLAND , EASTERN DISTRICT OF MICHIGAN, AND SOUTHER N pistRicT OF 


CALIFORNIA, THEY ‘ARE DESIGNED ‘SO THAT THE CASE AGENT AND EACH FIELD” 


OFFI G& CAN SIMPLY. FILL ‘IN HIS NAME y FIELD OFFICE, NAME OF THE 
TELEPHONE. COMPANY, -AND ‘TEL EPHO NE NUMBERS | PROVIDED ‘BY: “ALEXANDRE A AND» 
THEN PRESENT: TO A UNITED STATES DISTRICT. JUDGE, : 

THE NUMBER S TO BE PROVIDED ARE “ TELENET NETWORK DIAL IN" ‘ 
NUMBER § THAT ‘ARE BEI NG USED ‘BY: UNSUBS TO" ENTER’ THE TELEMAL SYSTEMS, 
ONCE LOCAL PHONE COMPANIES HAVE BEEN SERVED. WITH. couRT ORDERS AND 


b6 
'. b7C 


TRAP AND TRACE PROCEDURES | ARE IN PLACE, THESE ‘STEPS. WILL TAKE. paces 


a. TELEMAIL WILL BEGIN REAL TIME MONITORING OF: THE ACCOUNTS. 
USUALLY ‘ACCESSED BY UNSUBS.. 2. 
25 WHEN UNSUB Is DETECTED ‘on ONE oF THE NUMBERS PROVIDED To 


eM et ae 

PAGE FOUR: ak ISeAseso UNCLAS ee OO ee eee! 
FIELD OFFICES, ep 7 a 
(Fear x anor WILL IMMEDIATELY CALL THE APPROPRIATE PHONE == PTC, 
‘COMPANY SECURITY: MANAGER: USING NAME’ AND. ‘NUMBER PROVIDED BY EACH : | 
"FIELD ‘OFFICE TO ALEXANDRIA) AND REQUEST INETLATING OF "TRAP AND TRACE 
TO DETERMINE HOME PHONE ‘NUMBER OF UNSUB. | | 

(3. 0 THE, IWOLVED FIELD OFFICE WILL THEN BE CONTACTED AND ADVISED. 
OF THE CALL. ‘THAT FIELD. OFFICE WILL BE. EXPECTED To OBTAIN ANY - 
INFORM AT ION GAINED FROM THE- TRAP AND TRACE AND PROVIDE SAME To 
ALEXANDRIA FOR INFORMATION OF ALL OFFICES, AREA CODE 313 1S, USED 
MOST OFTEN By[ AREA CODE 619 IS. USED a 2 
occastonaLLy[ “AREA CODE 914 IS USED syL___]am. AREA | _ 
CODE 212 IS USED. a FOR FURTHER INFORMATION OF ota cas 
YORK IWESTIGATION HAS REVEALED tHat [Jay BE. IDENTICAL, TO... | 
— TELEPHONE: wneer[ ‘ | | 
| LEADS: AT THIS TIME ALL RECEIVING OFFICES mE REQUESTED Tor | 

1. CONTACT THE usa's. ‘OFFICE AND “ALERT THEM TO ‘THE INCOMING” 
FAgSINILE. OF THE, COURT ORDER FOR TRAP AND TRACE AND SUPPORTING 
| AFFIDAVIT AND OBTAIN Wane ‘OF AUSA HANDLING, THE MATTER EN’ YOUR 
piste. i | | ee mae 


2. AS SOON as POSSIBLE, NOTIFY LOCAL PHONE COMPANY OF SIGNING. 
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OF COURT ORDER “AND. HAVE PHONE COMP ANY INSTITUTE TRAP. ‘AND aace 21 
_ MEASURES ON NUMBERS PROVIDED. ~ es . 
33° NOTIFY ALEXANDRIA By TELcaLL WHEN TRAP AND TRACE 
"PROCEDURES. ARE READY: IN ‘YOUR DIVISION. 
ay PROVIDE ALEXANDRIA CATT NE 7, WITH THE NAME AND. 
NUMBER OF .FHONE COMPANY ‘SECURITY PERSON TO BE CALLED WHEN ‘AN 
UN AUTHOR 12 ED ACCESS Is. DETECTED BY eTE, oe oo ane ae 
5, ALERT: PHONE COMPANY. SECURITY THAT. THE ‘CALL WILL, BE comr Ne: pb 
FR OW. ee NUMBER oe 
Jor OR sal «dab Exanprza PHONE 
NUMBER 795-685-289). (AT THIS TIME, REAL TIME MONITORING BY 
QTE. WILL BE FROM 6:00 AM TO 5:00 Pn, EASTERN DAYLIGHT ‘TIME, y 
Ge PROVIDE ALEXANDRIA WITH NAME “AND EXTENSION OF CASE “AGENT: Os 
BE NOTIFIED IF TRAP: AND TRACE INSTITUTE IN HIS. DIVISION, Se 
‘TELENET DI IN NUMBERS AVAILABLE aT ‘THIS TIME ARE as FOLLOWS? 
. BALTIMOREs. AREA CODE, PREFIXES 962, 727, 224, FULL NUMBERS, TO. 
FOLLOW AS SOON AS POSSIBLE. ae . 
DETROIT: AREA CODE 313/964-2813, “AREA CODE 315/964-5538. 
NEW YORK (SOUTHERN DISTRICT): 914/328-9199, , 914/828-9160, 
914/328-9161, 914/328- 9162, 914/328 9163. 
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NEW YORK (EASTERN DISTRICT OR SOUTHERN DISTRICT): 212/785-3860. 
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NEy YORK P 
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“ATTENTION : sal) DETROIT 
“ATTENTION : saL__} ‘Sal DIEGO : 


‘ATTENTION s- 
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Y AT TENT 108: si SavaD ‘SEVEN, BALTIMORE, 
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yd 7 INNER IROQLEN OPERATION CIRQCESPHALSERS3 | 
iy. acca aoe rar Ch ATE 


TRY "Iw TO ‘GENERAL TELEPHONE, ELECTRONICS 


—— UNquTR 


\..G TE ) AN Mail | SYSTEMS af BY » CONSPIRACY , (003 ALEXANDRIA) 


merase ea 
tet 


TITLE CHANGED TO: INCLUDE ADDITIONAL ‘SUBJECTS AND ALISES. 


Nene 


RE gLEXaNDRIq TELETYPES TO THE DIRECTOR DaTED AUGUST als 1983, 


AND AUGUST 32, 1983." (COPIES OF REFERENCED TELETYPE ARE BEING — 
AIRMAILED TO OK La HO CITY gND BALTIMORE. ALSO BEING ‘AIRMAILED ©” 
TO OxL~HOM, CITY AND B aL TI NORE ARE A p ROTO TYPE COURT © RDER AND 
AF FLDAVIT SuPPOR TING THE. COURT ORDER FOR A TR AND: TRACE ON 
DESIGN ATED NUMBERS. oe - = _ 
| LiF ORMAa TION COPY BEING. PROVIDED BOSTON BECAUSE iT Is 

ANTICIPATED THgT INTRUDERS. yILL- BE. IDENTIFIED Ii THal AREA AND 
GTZ TELEMaIL DIgh-IN NytB ERS IDENTIFIED IN THE WEAR FuruRE.* 

FOR iNFORNp THON OF THE BUREAU AND ALi RECEIVING OFFICES, AY 


ao ce 


ae | 


ta 
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THIRD CIRCLE OF LNTRUDERS (THOSE: “ADDED. TO TITLE iW THIS: TELETYPE) 
HAS BEEN IDENTIFIED BY GE. : THE SE ‘SUB JECTS: ARE ale CONNECTED WITH" 


EES |: who aPPEARS TO BE OPERATING UNDER. THE 405 AREA | 
“CODE (KL AHOM, CITY aREQ) AND ‘USES THE & gee [sto FOR r-_d . oe 
(____} For .itts Group. a 
| THE FOLLOyING 1s B LIST OF TELE IL USER COMPANIES KNOWN TO 
HAVE BEEN PENETRATED. BY ONE OR MORE..OF. THE THREE tain GROUPS. 
‘(NNERCIRCLE, PHaLSERS | AMERICAN HOSPITAL SUPPLY 3. IBM3 2 
COCA COLA USa$ EDUNETs NaTIONAL SY STEMS Na NAGE MENT, INCORPORATED ; | 
RAYTHEON NaSqs JET PROPULSION L.pBORa TORIES 5 TIME, INCORPORATED 5 | 
“3M COMP aNY; T.IMECOR;.TRw3 HUSHES ‘AIRCRAFT CORPO Ra TION § NORTHROP. . 
CORPORATION; ‘UNITED STATES DEP ak THEN T OF AGRICULTURE 3 BMWs NARAVEN 
CORPORATION TIL SYSTEMS (Catia DI all) 5 “RaDa3 IN ADDITION 10 THR REE 
INTERNaL GTE TELENET acco uN TS « OWE OR MORE OF THE ‘Groups. Has | 
ALSO. PENETRATED ITT DI-AL-COm, . THE. SOURCE, COMPUSE RV “AND TIMENET, 

ALL OF yHICH qRE ELECTRON IC NESSAGE NETWORKS “TOTALLY: in DEPENDENT 
FROM GTE*S TELEVAIL « | eet 

THE PHALSERS HAVE: @L-S0 GalNED aCCESS TO-THE DOD. “ARP -NET 

SYSTEM. IN A MESS,GE ow august 28, 1983,______] bscnises nd 3 be 


b7c 
| THE DEFENSE ADVgNCED RESEARCH PROJECTS pGENCY IN DETAIL, TO” | 


. . coat . ee aos ~ 6 . : 
ao es . : 2 - : . " ae rr . . bs ‘S . 
” : , : wet la at . & ie 
aan : KOE hy sae ; . . 


PAGE FOUR aX 19 65-33 UNCL aS | . . . 
INCLUDE THE DARPE Hg BUILDING LocaTion, ‘FTS Locator NuIBER, AND 
THE WaMES OF THE DIRECTOR AND DEPUTY DIRECTOR ’ AND ° SOME OF ITS 
RESEARCH PROJECTS TO INCLUDE: "NUCLEAR. MONI TORI NG RESEARCH 

- LAZER BEM aND PaRTICLE TECHNOLOGY” aND OTHERS « 


ON AUGUST 29, 1se5,[.___]urrt P MESSAGE ‘tol_____awo 


CJ ep “ARPA AND. OTHER opDI TIES" AND READING ' ‘As FOLLOWS + 
"SOW OF THE INFO 1S DaTED BUT MOST Is STILL 600d To USE. “DOD 

PENTAGON FTS CENTREXESR:° 692, 693, 694, 955 696, 697. ~ AUTOVON 

_INBOYND EXTENSIONS gRE: 22s 2235 224 2255 226, 227 + USE EIGHT, 


TO INITIg¢TE ayTovoN ACCESS « BE CAREFUL. ON THIS, THEY MONITOR IT 
EXTENSIVELY. OTHER \yaSH DC AREA CENTREXESR: CAPITOL 1225, 
Cla: 351-1100, wH.SHE.: 395, GSat 472, GSFC:": "9.82, IRS: 


556-5000, FCC: 630) NaSa: 755, NRC: .492, SEC: ‘SRVC ot "63 4-5190,5- 


SEL.SRVC.: 724-0424... WEaTHER: © 655-4090." | | 
ALTHOUGH THE ‘qBOVE. INFORMATION MaY NOT BE CLAS SIF IED, 7 


INDICATES THT THE INTENT OF THESE SUBJECTS 1S. TO PENETRATE ANY | 


. AND EVERY COMP yTER SYSTEM. THEY Cail AND TO DEVELOP ADDETIONAL 
WAYS: OF ILLEGALLY ACCESSING LONG DISTANCE PHONE LI NES THEY | 
ROUTINELY USE. STOLEN SP RINT OR MT LO NG DISTANCE CODES) « | 


TO FURTHER. ILLUSTRATE THE INTENTIONS OF THE PHaLSERS, THE 3 


b6 
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FOLLOwING MESS ~GE Is- PROVIDED (GTE:. HaD Chane ED: THE: P aSSWORD on aN os. 
INTERNAL SYSTEM, PREVENTING [| FROw USING, IT. ‘HACKERS CALLED 
TigT BEING BUSTED. ) MESS ~GE 1S FROM [to PHALSERS ON. eS BIC © 
JULY 18, 1983. SUBJECT? “ANOTHER -F FUCKING Bust” Texts, “a” - 
PRIVATE AREA I HaD SET uP OW EVAL GOT TAKEN Dow TODAY aND I't 

FuCKING PISSED pBOyT IT IF 1 GET INTO SYSq DM. YOu SCUIBAGS al. 

GTE TELEWET ARE FINISHED SIGNED THE tpg te[ FOR. 

INFORMATION , acCESS TO “SYS abM" “WOULD ALLOW A /PERSOW to ‘DISRUPT: oe bé 


b7C 
THE ENTIRE TELENET TELEMALL SYSTEM. = 


ON AUGUST 31, 1985, IN 4 MESSAGE TO-HIS sem 
INDICATED HE was TO BE INTERVIZyED BY 4. NEWSPAPER: REPO RTER ON 
SEPTEMBER 1 OR 2, 1983; CONCERN ING PHONE “PHREQKING AND HACKING’. 

FURTHER, IN , MESSgGE Frow____]ro[-____]on _ a na be 
AUGUST 30, 1983, .12: 57 all,[___]STaTED THAT HE Cc} WOULD - Co 
BE FLYING INTO "OKC" ALRPORT.ON aMERICAN aLRL IVES “AND, ARRIVING | 
AT APPROXIMpTELY. 1:03 PM ON TUESDAY, SEPTEMBER 20, 1983. THIS: 
MESSAGE IS Ot) A AT 1212 aM ON. Bye —_ 
AUGUST 3, 1983,[____]Ltaves A. MESSAGE to[___]sav ine HE WILL oe aon 

BRING SOME GOOD TPES AND "HOOCHIE" THROUGH THE - i i _— 
ENDS THIS MESSgGE BY SaYING “I'M FEELING REAR AA AALLLLLLLL G00Dy, _ 
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Ya KNOy". aT 118 AM, Aus UST. 305 es, _]smo vo 
“THROUGH THE glRPORT?? “YOU THINK A KILO “WOULD BE a BIT. oavious. 
oa NO JOHN DELORE,N YA KwOW" aT 1330 AM, ‘AUGUST 3B, - 1983, a a fo. 

[]saro ca wHaT HAPPENS. WHEN THE DOGS, Bal MY LEG? Spe 
oat THIS TIME ALEXANDRIA Hs wo way OF. DETERME NING ‘THE ‘CREDIBILITY. © 
OF THE REFERENCES TO DRuGS IW BOVE. QuoTES SINCE THESE "HACKERS", 
ARE PROWE T0 EXGERATION IW THELR -GOMMIUN IC AT 10 NS ITIS, CLEAR, 
HOWEVER , tigi Jab OTHERS w]e nour ARE 
CHRONIC INTRUDERS INTO THE GTE TELENET SYSTEM. — 

_ INVESTIGATION Has REVEALED Tat TyO- TELEPHONE WUMBE Ris GIVEN be 


BY[__}10 OTHERS. IN THE CIRCLE = :-~ b7C 
THESE NUMBERS MaY BE SUBSCRIBED. TO 2 a 
is a ina ao - 
LEADS : OKLAHOMA CITY. 12 UPOW RECEIPT OF. cor ies OF: a 7 
REFERENCED TELETYPE “AND: ‘PROTOTYPE ‘COURT ORDER aD AFFIDAVITS Wile. 
INSERT. LocaL DATA, AGENT*S Wate, LOCAL TELEWET DIAL-1N. NUMBERS, 
PHONE. COMP ailY WAM y ETC.) aND CONDUCT LEADS aS SET OUT FOR ALL 
OFFICES IN aLEXqNDRIq TELETYPE TO THE DIRECTOR, “auGusT: 38, 1983. 
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“PASE. SEVEN i 196 Diicurs 
2) wiLL CONFIRM SUBSCRIBER ‘LNFORtia TION FOR TELEPHONE ‘NUMBERS © 

rs | a er ae ere 

oF: 3) yILL CONTgCT qNERICAN AIRLINES AND ATTEMPT TO. VERIFY ee hes 

RESERVATIONS FOR SEPTEMBER. 20, 1983, yf Oe es 2 

OR VARIATIONS) FOR-q FLIGHT ARRIVING aT APPROXIMATELY 1:90 PM 

ON THaT DATE. (NOTE THaT THE Nate ]haY BE’ aN gLias ... 

REFERING TO KEY BISCaNE, FLORID,.) poe ge 

AY WILL REVIEy LOC aL NEWSPAPERS -FOR-aNY RECENT ARTICLES: 

ON "HACKING OR PHONE PHREAKING” WHICH MaY GIVE INDICATION OF 

IDENTITY OF qNY OF THE ~BOVE-MENTIONED PqRTICIP ANTS. 

BT 
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FBN5 Gb NSPIRACYS 00: “ALEXANDRIA. 


TNFRAME 


eT OKLAHOMA city ; EL CALL TO ALEXANDRIA, ee 
ALEXANDRIA TELETYPE To ee AND OTHERS ,. PTEMBER (Ar 


OKLAHOMA ‘CITY HAS DETE ER MINED FROM CONTACT. WITH ise 


| [orrtorats raat taey wourp: PREFER THE 


TRAP AND TRACE THR 20 UGH THE. USE OF A COURT. ORDER. ON EATS 
| | "we DEM /26 =. 
1983, A COURT OR DER WAS OBTAINED, S16 NED. BY U 2Se as JUDGE 


THIS. one 


DAVID RUSSELL, DO, OKLAHOMA. CITY. 


ere et 
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: n z= oe _ 
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b7E 
CONTACT vita orricrans: HAVE DETER MINED. 
THAT ALE = XAUDR 1A. SI {OULD FURNISH. OW A-DAILY BASIS To OKLAHOMA CIETY | 
THIS IWFORMAT I0.N SHOULD BE FURNISHED TO ‘sal Fin : b6 
. b7c 
IF saL___ts. NOT AVATLABLE , THE INFOR “ATION SHOULD BE FURNISHED . | 
a — supervisor 
OKLAHOMA CITY, UPON. RECEIPT OF. INFORMATION. FROM ALEXANDRIA,. 
b7E 
FOR THE. RTHER LNFOR MAT ION. OF ALEXANDR TA, ENQUIRY AT. THE 
UNIVERSITY OF OKLAHOMA, NORMAN, OKLANO Ma’, ‘DETERMINE =D TH att — 
[15 4 Proresson 1n[-} recorns tu 38, 
THE REGISTRAR S-OFFICE ALSO rnoicaTe tuat[D—————id ap | 
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OKLAHOMA AT NORMAN. a - pee cares sg Toe ve 
: OKLAHO mg: CITY. IS MAKING NO FURTHER: TNOUIRY. a a BTC 
Crt THIS TIME PEND ENG THE OUT CO ME ‘OF. TR AP ‘ANDUERACE : | 
ACTIVITY, Pe — re ke cs a a 
ALEXAADRIA, AT ‘ALEXANDRIA, sans cn RNISH 10 
OKLAHOMA CITY. of A. DAILY. BASIS TFORMAT 10 8. S0-A5 “To ALLOY TRAP AND: 
TRACE PROCEDURES TO BE COMPLETED 18 TH iE. OKLAHOMA ITY AREA. a 
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“poston Ri ROUTINE (INFO): 

- BUFFALO: IMME =DIATE a 

“DETROIT ROUTINE tinfoy 8 

 LOS-ANGELES IMMEDIATE 0 eg 
|. NEW: YORK, ROUTINE NFO), Ny ea ee 
OKLAHO owa CITY: “Tome DIATE te 7 : 

OwANA: rime tare e ° oe ese. 


: a 2 ae es 
x 7 fs 
oa 4 
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el Ee 
ac 7 Wea 
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: Drews CONSPIRACY oo: AO, 8 es 


PHOENIX IMMEDI A : 
“SAN DIEGO ROUT NE “INFOS 
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| TITLE, CHANGED TO-RERLECT. cope Wane” FOR THIS ae 
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» PAGE TWO’ AX 19[6A~633, UNCLAS. ae 
| PREVIOUSLY CARRIED as ySUBS 5 | | 3 7 be 
— eee UNAUTHORIZED ENTRY aio GENERAL | pee 
| "TELEPHONE. AND sLectRowtcs.« (QTE). TELEMATL SYSTEM; FRAUD BY. WIRES 

CONSPIRACY. 00: ZAK)". a | . co 4 sia 

RE ALEXANDRIA TELETYPE To DIRECTOR, AUS UST 21, August 3 30, 
AND SEPTEMBER 2, 1983, (COPIES OF. REFERENCED TELETYPES. BEING 
“AIR, MAILED TO ALBANY, BUFFALO Los ANGELES, OKLAHOMA CITY | 2 


OMAHA AND PHOENIX.) . 
sFOR [NFORMATION. OF BUREAU AND ALL. RECELVING: “OFFICES; 
INVESTIGATION. HAS IDENTIFIED 18:DIFFERENT SUBJECTS, EACH ‘USING 
aT LEAST OWE (SOME AS many as FOUR. ‘OR FIVE) ALIASES, WHO ARE 
CONTINUOUSLY ACCESSING GTE TELEMAIL. 
an  ——armee fs a 
(Se THE “IUNERCIRCLE”, AND ILLEGAL TELEMALL ELECTR SONIC | 
"MAIL BOX", WHECH HE_CRE ATED AFTER BREAKING THE | PASSWORD FOR 
AMERICAN HOSPITAL SERVICES CORPORATION, A LEGITIATE. “TELEMALL 
USER. ey. ade iat te ct aca ee. 
HE Pipe ee IN THIS ee A NUMBER 


/- OTHERS. 


. 1 . . ’ . 
a « . .* . ra : 
we . c aot . . 
. ' : ' . ” . : _ . s Poo, 
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“© PAGE THREE AX 1964- 633 UNCLAS Pt 
[Tis wow J ror An “ILLEGAL ACCOUNT CALLED TRIPLEX, 
WITH THE FOLLOWING: a a be 
; le PROBABLE AL TAS) ‘CREATED TWO. ILLEGITIMATE : : 
_soonunts, IN THE LEGITIMATE “ACCOUNT OF Bou CORPORATION AND CREATED 


_ an ° _ : " ; — ; 7" ; 7 " P b7c 
De Pros aBee alias creat USER ACCOUNTS IN 
A LEGITIMATE ORGANIZATION NAMED RADA AND CREATED AN ILLEGAL ACCOUNT, 
CALLED _ i a 7 IN RADA. HIS USERS ARES ne 
a ——s “bc 


[_ | ] a0 | | | 
aan THERE: ARE THO OTHER ILLEGAL ACCOUNTS: WHOSE SYSADM ARE E uNNKNOWN 
asp THEY CONTAIN. Os ae 
_— a FOR INFORMATION. OF ‘surran [—Jorenne, WITH THOT 
CHILDREN): an eat POSSIBLY A REAL ESTATE SALESMAN) | | 


an Pe ‘ . rs : 
. 6 3 ‘ zs 
; a ) | @ 
eee: , : .. ns, : 
ca , a : i ‘ 
; © : Se , $ 
be tes t : 
ue 


PAGE. FOUR AX’ 1960 633 UNCLAS. | — | . 

CONSISTENTLY. ACCESS. TELEMAIL ‘THROUGH TELENET DIAL-IN NUMBERS _ 
eel From tHE[ SSS) AREAS 
ores CONTENT OF THE MESSAGES INDICATED THat[____ Jas JUST BEGUN. | 
COLLEGE CLASSES . prewrousty USED THE as be 

an HIS MESSAGES” INDICATE HE MAY BE ASSOCIATED oes 
“WITH. A HOME BUILDER possipLy[_ IN A SALES \CAPACITY. | 
| (FOR INFORMATION OF ALBANY, a MESSAGES To 

2 es ee uses A PRIVATE 


* DTAL= IN: NUMBER (THAT IS , HE DOES NOT HAVE TO CALL: FROM ANOTHER oH ee 


i -¥ie 


NUMBER ). ASSIGNED.” TO. CORNELL UNIVERSITY. THIS. wunBeR 18 [+ 
nes saces ALSO INDICATE, HE. 1s “now IN, COLLEGE. HIS wake 
ROOMMATE ts] avo [Jose THE 7 a |e 
HES ‘COMMUNE CATIONS ; - a tel < oe ; x 2 on 24 : 

Ls FOR : INFORMATION OF PHOENIX AND ‘OKLAHOMA, cm,[ 

LJ sen ENDS MOST OF HIS MESSAGES “toL__Jor[_____ Jaw [J 

"18 CALLING From | AREA USING TELENET DIAL-1N> 0) 

NUMBER [oor rive: TO, MENT IO ‘A TRIP TO-VISIT. + pre 

Cw OKLAHOHA CITY OR, woRMAN, OKLAHOMA, AND THAT HE, WILL. BE 

BUYING MORE “HOO CHIE” (MAR TJUANA) ‘TO TAKE WITH. HIM ON THAT TRIP: 


 SPECIFICALLY[_____|sTaTED_ HE. was, ad ING ‘To Ly INTO OKLAHO Ma" CITY, 
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“PAGE ‘FIVE AX 1964-633 UNGLAS : ee 
(* AIRPORT ON SEPTEMBER 20, BY AMERICAN AIRLINES AND ARRIVE AT. 
APPROXIMATELY 1:00 PM. mos 2; - 
| FOR’ INFORMATION OF OKLAHOMA corty [Jas BEEN REFERRED ~ 
"TO IN. MESSAGES a LIVES WITH HIS FATHER. FURTHER, 
REVIEW OF HIS MESSAGES INDICATE THE MAILING ADDRESS: orl _ — 
a 
TO AS A "REMAIL" ADDRESS. aso 0 USE ie 
ooh A DIAL-IN NUMBER AND THEIR MESSAGES INDICATE THEY 
| KNOW AND VISIT ZACH OTHER. DETROIT SOURCE ALSO PROVIDED Tee oe 
at ee Ls Pre en Oe a be 
ro a anaes = Se eg “'b7D 
DETROIT SOURCE ALSO STATED THATLT___ 
FoR. INFORMATION OF Los” ANGELES fs 2 ne 
7 IS KNOWN. TO. HAVE A FIRST NAME orL__}. THE DETROIT. SOURCE. °. ®7¢ 
a 
. : A . tS 5 See aa ‘ Zz ve a : Bt eh : aes . ae b6 . . 
| aR Sete 
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~~ [-_____ }s accorping: to THE DETROIT source,—[_SSSC—~wd: ahs 
fe 

ee Ss — Ss ee parade, ip 
_——— PHONE WumBER 
oe DIAL- 1 NUMBER —— AND LEAVES! ees 

MESSAGES ror-______]anp OTHERS-IN THE ]erour. i 7. 
" “FOR: INFORMATION OF SAN biego,[LEaves MESSAGES FOR 


[Jano THE TRIPLEX GROUP a ND tHe [__]erour . 


. FOR INFORMATION OF BALTIMORE, NO FURTHER COMMUNICATIONS FROM 


[Cd Have BEEN NOTED: FROM THE 301, AREA CODE. 


FOR INFORMATION. OF HE W YORK, INVESTIGATION ‘Has REVEALED THAT BE 


= be 
: Cs CALLING TELEMAIL 1) a A NUMBER WITH - c 


SUBSCRIBER LWFORMATION as i 


. ‘ 2. : . e : ; 
5 “ = i : 
; Se oat reo e ges i ee oa : 
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ee ec 


as THOUGHT. TO BEL WITH A HOME PHONE of[_dsté. 


tol} iron source: a 


| — =a 


FOR | INFORMATION OF ALL OFFICES, UNITED STATES ATTORNEY y EASTERN’ - 
. DISTR RECT OF (VIRGINTA, INTENDS 10: BRING CRIMENAL PROSECUTION. AGAINST i * 


“TALL P ARTICIPANTS. IW THIS: MATTER. EARLIER OFFICES. INVOLVED - WERE 
REQUESTED TO eee COURT: ORDERS FOR TRAP AND TRACE IN ADDITION TO OR 
IN LIEU OF a ‘CUSTOMER REQUEST oN THE RECOMMENDATION OF USA, EDVA. 

| HOWEVER some OFFICES REPOR TED | ‘THAT THE Local TELEPHONE COMPANIES 
INDICATED THAT A CUSTOMER COMPLAINT WOULD BE MORE EXPEDIENT. 


“b7C 


b7D 


THEREFORE AT THIS: TIME COURT ORDERS FOR. TRAP: “AND TRACE. ARE NOT BEING |» 


REQUESTED BUT RATHER ALL OFFICES ‘ARE REQUESTED TO GIVE: THE NAME. OF ° 


‘THE PERSON AT. THE TELEPHONE COMPANY THAT attorwey [__} GTE, 
MAY. CONTACT’ TO REQUEST; OW. THE BEHALF OF GTE, THAT. A TRAP AND TRACE | 


BE INSTITUTED. fee IF A LOCAL TELEPHONE COMPANY HAS. AC PARTICULAR. 


FORM WHICH NEEDS TO BE EXECUTED, EacH. OFFICE WILL IMMEDIATELY 
"FACSIMILE. SUCH FORM TO" ‘ALEXANDRIA TO, BE. SIGNED AND RETURNED BY. GTE 
PERSOWNEL 
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LEADS + ALBANY AT: ITHICA (CORNELL UNIVERSITY) ¢ WILL OBTAIN. | 
“SUBSCRIBER 1 INFORMATION FoR TELEPHONE a WeiG Be 
| BUFFALO AT ROCHESTER , NEW YORK: 1. ° WILL: NOTIFY. LOCAL’. TELEPHONE 


“COMPANY SECURITY MANAGER tHat ATTORNEY, FOR GTE - . 
| TELEMAIL.,, VIENNA, VIRGINIA, WILL CALL TO REQUEST TRAP AND: TRACE ON Ee 
hut pers—___Jano[- __} TO BE. FOLLOWED BY LETTER 9° 
OF CONFIRMATION OR. EXECUTED FORM, IF PROVIDED BY PHONE COMPANY. 
2. WILL PROVIDE ALEXANDRIA. WITH THE. NAME AND PHONE’ NUMBER OF. PERSON 
TO BE CONTACTED AND DIAL~IN NUMBERS. TO BE GIVEN TO. THE: ‘LocaL: TELEPHON 
COMPANY’ FOR TRAP AND TRACE. 3. WILL PROVIDE ALEXANDRIA WITH . 
“SUBSCRIBER LUFORMATION ON ANY NUMBERS OBZAINED BY THE TELEPHONE a 
COMPANY FROM TRAP AND TRACE. 4. WELL ASCERTAIN ss[___]s A | 
BUILDER IN. THE ROCHESTER AREA AND | DISCRETELY INQUIRE ABOUT Ae 8 ee es, 
SALESMAN WITH FIRST NAME orLlor[—} . AS 
me PHOENIX. AT TUCSON, ARIZONAS™ WILL coNDUCT LEADS. ‘NUMBER 1, 
2 AND 3, AS SET OlT FOR BUFFALO , “USING -DIAL-IN), QUMBER a a 
LOS ANGELES. aT LOS ANGELES:. 1... WILL “conpucT: LEADS NUMBER 1, 0 
2 AND. 5, aS SET OUT, FOR BUFFALO , USING DIAL-IN wypers[_ pies 
| aa > 2. WILL CONFIRM SUBSCRIBER INFORMATION 
ON. PHONE NUMBERS — a AND ATTEMPT TO: 


4 


PAGE NINE. AX 196A- 633 UNCLAS. a a ee be, o 


t, 


ORT ALN. AN ACCURATE HOME ADDRESS ror[______]awoor—____]}- 


OMAHA AT. OMAHA: pe WILL CONDUCT. LEADS. NUMBER Le 2: /AND Sy 


“48 SET OUT FOR BUFFALO, USING DIAL-IN wursee[______]} or “WILL 


CONFIRM SUBSCRIBER. INFORMATION onf____]a ND. OBTAIN SUBSCRIBE a ots 


ae b7C 
INFORMATION ow a seemed ee ae 
| NEW YORK AT STONYBROOK’: ee 
* 10: DETERMINE a a RY OR CLASSROOM ‘BUILDING. | 
Be ATTEMPT. TO OBTAIN ADDITIONAL IDENTIFIERS ee 
3. WILL CONFIRN SUBSCRIBER INFORMATION ox Ja ATTENPT | 
TO DISCRETELY: DETERMINE re aves AT THAT ADDRESS. 


OKLAHOMA CITY AT NORMAN, OKLAHOMA: 1. WILL OBTAIN ANY = *. is | 

“IDENTIFIERS ASSOCIATED arta oo be 
TELEPHONE nowBeR[—_} 8 —s | 
= TELEPHONE NUMBER co —J 
DETERMINE IF. A PROFESSOR | wit THE — 


ON ‘THE FACULTY. AT UNIVERSITY OF: ‘OWL AHOTIAS 
BT 
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GEN ER KY ELEP HO NE ELECTRONICS (GT2F TELEMAIL SYSTEM; FB Wy CAUSE TAG 


33 a 
(00 sAX) 


TITLE CHANGED TO REFLECT THE NaMES OF ADDITIONAL SUBJECTS AND 
NEy a~LiaSES OF OTHER SuBJECTS. 
RE ,LEXaNDRIq TELETYPES 10 THE DIRECTOR, auGUST 27, 1983; 

AUGUST 34, 19833 SEPTEMBER 6, 19833 qND TELCAL TO SuPERVIsOR[ | ue 
[| pivision 6. . | oy 
IN ViEy OF THE NUMBER OF SUBJECTS AND ALIaSES INVOLVED, THE FACT 

THaT THE uNSUBS aRE CONTINUALLY CREgTING NEW NaMES FOR THEMSELVES 
aND THE FACT THaT ADDITION AL SUBJECTS ARE BEING CONTINUOUSLY 
IDENTIFIED, THE CODE NaME "MgiNFRaNE” IS SUGGESTED FOR THIS CASE. Il 
FOR INFORMATION, IN THIS CaSE, SUBJECTS ARE HACKING INTO A 
"Mg INFRAME”, THaT IS a COMMERCIgL COMPUTER, RaTHER THAN HaCKING AT 
SOFTWARE (1sE~ PaCKMal GAMES). 
SEARCH OF ByREaU INDICES CONDUCTED ON SEPTEMBER 9, 1983, WAS - 
NEGATIVE FOR SUGGESTED CODE NaME aND aUTHORITY HaS BEEN GRANTED FOR 


ITS USE BY SUPERVISOR[___]ON SEPTEMBER 9, 1983, IN RE TELCAL. | Po. 


BT : 
La) 


. Exec AD Adm, ___. 
Exec AD Inv. 
, Exee AD LES —___ 
Asst. Dir.: 
Adm, Servs. 
Crim. Inv. 
Ident. 
: Insp. 
4 Intell. 
Lab 


na 7 , 1983 Segal Coun. 


| racer = (— J] es tis 
a Rec. Mgnt. 

From :{ eee Fn 

S a | , 


} 9, SEALE TANT TEL LES ERO LR IIA PY SNES = +. Training 


rT‘. Telephone Rm. —, 
Director's Sec’y 


* 


Subject: UNSUBS; oe? fe AKA 
D op 
Z b6 ey, 
aN b7C 
i Nee HE ERCIRCLERCUPERATION. CIRCLE; Rn 


a cer 


5 UNAWRHORIZED ENTRY ee NERAL TELEPHONE ELECTRO- 


NICS prety} Ef EMATL SYSTEM; FBW, CONSPIRACY, OO: ‘ALEXANDRIA 


+ 
A - ms NGre. TELEM AIL SYSTEM 
A 


To tee ads update information concerning this investi- 
gation of unauthorized..accesses to theSteneral_Telephone_and 
Electronics Company (GTE) elemail. system. 


Le 


RECOMMENDATION: 


None, for information only. 


APPROVED: Adm. Servs. __ Laboratory __ we 
Crim. Inv J Tegal Coun. 


: Off. of Cong. ik 
Director (os _ & Public Affe 

Exec. AD-Adm. dent. Ree. Mont. , 

Exec. AD-Inv. .. Inspection Tech, sens. { 


Exec. AD-LES _ Intell.’ Training qa 
DETAILS: 


t : 
GTE owns and operates a computer network known as Telenet 
which links various subscriber businesses and government agencies 


in numerous cities. Within Telenet is a service known as Telemail 


KD: smy{\(7) ; | psy 9G - f/2- Lyf By — 


1 - Mr. Revell 1 - 1@ OCT 11 1983 4 
1 = a yt 4 bé 
1 = ee iia Toe } b7c 


sa? FBI/DOJ 
4 : ¢ at 
; Ue 


to Mr. Revell Memorandum te 
RE: UNSUBS; b7C 


‘, 


which offers computerized message capability between Telemail 
customers. Recently, GTE learned that their Telemail system «+ ; 
has been accessed by unauthorized intruders. The intruders aoe 
obtain subscriber passwords and create "bulletin boards" which 
provide access and other information to other intruders. 

Currently, three lgésely organized groups or circles 
of intruders have been \den#ified by the Alexandria Field Office. 
The "Inner Circle" seems\#@® consist of younger intruders some of 
whom are in the Detroit,gMichigan area; the "Phalsers" seem to be 
more malicious and havgpe ecrated and eliminated some records and 
communications associa j and Raytheon; and b6 
the[ __—_— group (short fort ) which seems to b7c 
operate out of the Oklahoma City, OkIanhoma area. 


These groups are known to have penetrated Telemail user 
companies and agencies such as IBM; NASA; Jet Propulsion Laboratory; 
Time, Incorporated; TRW; Hughes Aircaft Corp.; Northrop Corp; U.S. 
Department of Agriculture; BMW; and National Systems Management, Inc. 
Additionally, the "Phalsers" gained access to the Department of De- 
fense (DOD) ARPNET system. In a message dated 8/28/83, 
described the DOD advanced Research Projects Agency in detail includ- y4¢ 
ing its location and some of its research projects such as "nuclear j47¢ 
monitoring research, lazer beam, and particle technology". 
also left messages and information concerning access of ARPNET. 


In one instance in July 1983, GTE prevented from 
accessing an internal system by changing the password. ne 
responded with an irate message that she was very angry at being pre- ae 


vented from accessing the system. She threatened that if she can 
access "SYSADM" then GTE Telenet "is finished". Access to "SYSADM" 
would allow a person to disrupt the entire Telemail system. 


Messages left on "bulletin boards" are providing information 
or lead value as Alexandria Field Office attempts to identify the 
‘unauthorized intruders of the GTE Telemail system. Meanwhile, trap 
and trace procedures are being instituted in Baltimore, Detroit, New 
York, and San Diego which will determine the home telephone numbers 
of the intruders once the trap and trace procedures have started. 


(2)* 


xo 098 287 oo Siz . 
oe Hg ‘aL Bu — La uy Oc oM PH 


DE ax 


is D1A 17092. oct. 83. 


Fi ALEXAl DRIA 96n-633 eo 


TO DIRECTOR | LMMED Ig TE 
. ALBANY ROUTINE 


" 6H. of Corg. 
& Pubic Atfs. 
Rec. Mant. 
Tech Servs. 
. Training _ 
: Talephong fim. pees ic 
bi irector’ '$ 5 Socy sates 
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NEW ORK ROUTINE a ke 
OKLAHOMA CITY ROUTINE ae 
OMAHA ROUTINE — ae 
PHOENIX ROUTINE, 


5, DIEGO OyT INE 
Capen 
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| a 
FBw 3 CONSPIRACY (003 OE 6b nl 
hea: ~ RE ALEXANDRIA TELETYPE TO. DIRECTOR, OCTOBER 6, 1983, AND 
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SEARCHES CONDUCTED ON OCTOBER 13, 1983, IN WEW, YO RK (STATE. 
UNIVERSITY OF WEy YORK. aT STOWEYB ROOK AND: PORT JEFFERSON) AND 
SaN DIEGO also RE COVE RED PERSONAL COMPUTERS, IN EVIDENCE OF 


: HACKING . 


‘NO OTHER “SE ARGKES ARE “ANTICIP gTED IN THE IME DIATE FUTURE 
IN, THIS MgTTER. : | 
> FoR INFORMATION OF WEY YORK, ALEXANDRE p, IS CONTINUING 
aTTEMPTS” TO IDENTIFY UNSUB 5 axa. 4 WHO IS. a MAYOR 


Hac KER THOUGHT TO. ‘BE IN THE VEW YORK AREA . | NEW YORK Is THE REFO RE 


‘REQUESTED TO EXPEDITE: TRANSFER OF EVIDENCE, F ROW SEARCH OF 
“yuSB RADIO ST.gTIOW AND. RESIDENCE. al 


“SINCE THaT SUBJECT Is AN ASSOCIATE oF[____ Jano 1 T,EXPECTED THAT 


; A | TRUE NaME AND PHO NE NUMBER OR ADDRESS WIL BE IN SE IZED. PAPERS. 


FOR, INFORMg TION OF ALL OFFICES, REQUESTS BY “ALEX@NDRIA IN 
REFERENCED TELETYPES TO TRANSFER. ALL HaRDyaRE, EIC., TO USA"S 
OFFICE, 701 PRINCE STREET, ALEXANDRIA, VIRGINIA 22314, ATTENTION 2 


: usa > SHOULD HaVE~ CONTINUED THAT ALEXANDRIA CASE | 


Br 


AGENT WILL: ACTUALLY RECEIVE THE EVIDENCE al THaT OFFICE 10 
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ENSURE APPROPRIATE CHa OF CUSTODY is REFLECTED ON ENCLOSED FD-192" Se 
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TO D IRE/CT OR IMMEDIATE 


ATTN: CONGRESSIONAL AFFAIRS SECT 10 Ny WHITE COLLAR RINE. UNIT. 


Re e, AAgni, 
. “Tor Ae SEAS. 
1 TRAMIRG oe rccce| 


54 
Genin TNPRAME" FBW $ (OO NSPRA CY (00: AX) 


RE ALEXA NDR IA TELET YPE TO: THE DIRECTOR OCTOBER 6, i863, scroBer 13) 
Us, oe: 


1983 A ND OCTOBER 14, 19 83. 
NN f 
AS TE BUREAU Is AWARE, EXTE NSIVE MED IA COVER AGE HA >= Uh \ 


{] 


ATTRACTED TO THIS case AND SEVERAL ANQUIRES HAVE BEE N RECE VED 


CONCERNING THE POSSIBILITY OF INTR US ION INTO DOD COMPUTER SYSTEMS. - 
THIS PRESS INTEREST APPARENTLY STEMS FROM STATEMENTS BY FAWILY 
MEMBERS OF A RESIDENCE. SEARCHED IN casas pVACHICAN A 13 
FOR INFORMATION, INVE ST IGATION IN ward CASE HAS an REVEALED . 
ANY KNOWN PENETRAT ION OF. DoD COMPUTER SYSTEMS. INTR DER S IN THES Ss ET 
TELEMAIL COMPUTER DID PASS ON THE FACT THAT, IN THE RECENT PAST 7 OCT 38 1983 
A ‘EW SYSTEM, a WAS SINTERED OUT OF ARPANET. 1 i ce: 


its WAS PUBLIC SOURCE INFORM AT-I0 N AND. Wy 


PERSONNEL IND Lee) ff HAT 
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NEED NOT BE DER IVED FROM ELE CTRONIC: INTER CEPT 10 Ne . 

ALT HO'UG H NOT ‘WITHIN THE ‘SCO PE OF THIS INVEST IGAT-10 Ny IT 

‘APPEARS THAT AR PANET IS A “COMPUTER NETWORK SYSTEM SET UP 

TO PROV IDE | “COMMUN ICAT IONSQETWEE N UNIVER SIT IES 00 ND UCT” ING RE SEAR CH 
EXACG FUNCT ION OF MIL NET IS UND a TO" THIS OFFICE 


BT 


ie oo 


647 (1-13-81) : CRIMINAL INVESS\GATIVE DIVISION 


INFORMATIVE NOTE 
Date__—9/30/83 


MAINFRAME ; 
Re: FBW; CONSPIRACY; 
00: ALEXANDRIA 


By attached teletype, Alexandria advises that 
investigation inte this matter (previously cap- 
tioned "Unsubs," , Et Al; unauthorized 
entry into GTE Telemai ystem") has revealed 
that unauthorized intruders into the GTE Tele- 
mail System in eight cities throughout the 

U.S. have been identified. Alexandria is now 
drafting affidavits for search warrants and it 
is anticipated that_by 10/3/83 those affidavits 
will be facsimiled to the eight field offices 
for presentation to local Federal Magistrates. 
When the desired search warrants have been 
authorized, they will be simultaneously executed 
so as to prevent subjects from notifying each 
other resulting in the possible destruction 

of evidence. 
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, ye FEDERAL BUREAU. 
TO DIRECTOR ROUTINE we | OF INVESTIGATION 


ALBANY. ROUTINE = ¥ 
BUFFALO ROUTINE y 


cd 


OKLAHOMA CITY (196A-1279) ROUTINE be ee 


PHOENIX ROUTINE 
SAN DIEGO (196B-1018) ROUTINE 


FRAUD BY WIREs CONSPIRACY 
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RE ALEXANDRIA TELETYPE 10 DIRECTOR, SEPTEMBER “12, 1983, 


FOR INFORMATION OF THE BUREAU AND- ALL RECEIVING OFFICES, | 


IWESTIGATION HAS REVEALED THE ag 
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TELEMAIL SYSTEM IN EIGHT DIFFERENT CITIES. ALEXANDRIA ee Oe 


IS WORKING’ WITH ey EDVA, To DRAFT. AFFIDAVITS FOR: 


; SEARCH WARRANTS TO BE EXECUTED IN THESE EIGHT: ‘CITIES. 


“ALEXANDRIA ANTICIPATES THAT ALL AFFIDAVITS WILL BE DRAFTED BY 


octoBER $y 1983, AND THEY WILL BE FACSINILED TO THE APPROPRIATE FIELD 


OFFICE FOR PRESENTATION TO" THE LOCAL - AUSA FOR- REVIEW AND. PROMPT © 


PRESENTATION TO A FEDERAL MAGISTRATE. ALEXANDRIA WILL REQUEST THAT. 


- ALL OFFICES NOTIFY ALEXANDRIA 7) BY, TELCALL WHEN WARRANT | 


Is S1G NED 50: THAT ALEXANDRIA may COORDINATE | THE SIMULTANEOUS 
EXECUTION. OF THE SEARCHES IN‘ ALL: CITIES. THIS: 15 NECESSARY TO 
PREVENT SUBJECTS FROM. NOTIFYING OTHER’ SUBJECTS OF THE ONGOING 


SEARCHES, RESULTING IN THE POSSIBLE DESTRUCTION OF EVIDENCE. AT 


THIS ‘TIME, PROBABLE CAUSE Is AVAILABLE AND AFFIDAVITS ARE BEING 
DRAFTED FOR THE FOLLOWING LOCATIONS: 


1. ALBANY DIVIsYoN cITHICAy, [—} 


°. °° 9, BUFFALO DIVISION (ROCHESTER), RESIDENCE OFL_ id 


3. DETROIT DIVISION, RESIDENCE OF[_CSC™C~C~CSCSCOS 


b6é 
b7C 
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, et : b7C 
+, 5. OKLAHOMA CITY, RESIDENCE OF[ 2 ere 
— 6 OMAHA, RESIDENCE oF[ 
a _ | a , — bg 
7, PHOENIX, RESIDENcE OFT te 
FOR INFORMATION OF WEW YORK, INVESTIGATION To DATE INDICATES a: 
steove Fossrentity taat[ tee) > 
. ‘ b7c 
Se eT a 1s ) 
ou, [7 & MAJOR HACKER IN TELEMAIL. FURTHER, TRAP AND TRACE BY 
I : — — : — TE 


oor 


ann PAGE. FOUR AX 196 @, UNCLAS - SO e ae ee 
co TELEPHONE sumeRD AND ALSO... ‘be 
".. - TELEPHONE numBer[_——=&é#a“ CUSTOMER NAME AND ADDRESS INFORMATION BIE 
* UNCLEAR. © 7 ae — o - | 
| LEADS. NEW YORK AT NEW YORK: 1.) WILL DETERMINE. IF THERE 18. 
“ANOTHER, TELEPHONE LINE LISTED. TO eS 
7 ne » ADDRESS. AS HACKERS ALSO HAVE A SEPARATE LINE FOR THE | 
“COMPUTER. 2.) WILL OBTAIN SUBSCRIBER INFORMATION ON TELEPHONE 
wunger [Th 30) WILL OBTAIN rronf_ 
(LJ current INFORMATION’ AVAILABLE FROM TRAP. AND TRACES, = oo bé 
SPECIFICALLY NOTING TELEPHONE wumwers>___————S—=~&S BT 
Maan: , = sO 
| SSS 
| “OMAHA AT COUNCIL BLUFFS, OWA WILL OBTAIN SPECIFIC ADDRESS 
AND DESCRIPTION OF RESIDENTS 5 TELEPHONE, 
wees [______]cconpurer PHONE) a (PLEASE on 


REPLY BY TELEPHONE CALL TO ALEXANDRIA - sal} 
_ PHOENIX At TUCSON, ARIZONA: WILL OBTAIN ALL IDENTIFYING 


“INFORMATION avatLaBLe FORD ———SSSOSCSSSSC~*‘(CC kr 
_ oo - b7c 


een 4 
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PAGE FIVE AX en UNCLAS re, 
| SPECIFICALLY, DOES A 17 OR 18 YEAR OLD MALE/LIVE aT THAT ADDRESS 


AND ARE BOTH PHONE NUMBERS LISTED rol —=~é~™ (PLEASE. 


REPLY BY TELEPHONE CALL TO ALEXANDRIA - sat 
BUFFALO AT ROCHESTER, NEW YORK: SINCE MESSAGES- RECORDED: FROM 


(710 [Jn tate THE POSSIBILITY-OF Two COMPUTER 
TERMINALS aT THE appRess—_— 


ROCHESTER WILL PROVIDE DESCRIPTION OF RESIDENCE, SPECIFICALLY 


LOOKING FOR AN ATTACHED BUILDING SERVING AS AN OFFICE (FOR'.EXAMPLE, 


A CONVERTED GARAGE OR ADDITION TO THE HOUSE). . (PLEASE REPLY BY’ 
TELEPHONE CALL TO ALEXANDRIA - Sa[_}) | 
BT 
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LOS ANGELES ROUTINE 


ORK GECTION M-1) ROUTINE = 
OKLAHOMA CITY (19 64-1278). ROUTINE, 
omaha, ROUT INE - a . 

PHOENIX ROUTINE © ES 


BT 


Bw3 CONSPIRACY 0% AX), . 
RE ALEXANDRIg TELETYPE TO DIRECTOR, SEPTEMBER Kr ses: 


FOR’ INFORMa~TION OF BUREAU AND ALL RECEIVING OFFICES, 


ALEXANDRIq 1S FORWARDING BY EXPRESS Mg IL 1g AF e1oqyiTs LSEFORT 
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OF SEARCH WARRANTS TO BE EXECUTED al THE FOLLOWING LOCATIONS :. 


1.) aLBaANY DIVISION 2 Be _ 
— 7 ; — IC 
| ALBANY DIVISION - re 

20) ByFFaLO DIVISION - ll be 
| 3.) DETROIT DIVISION - de Y CS 
[__} RESIDENCE 7 amaL be 7 
44) LOS wNGELES DIVISION - BEVERLY wuts, id BE 
ee oe eee 
RESIDENCE TS S77) ec 9 (TELEPHONE SUBSCRIBER IS . ne 
Cop 7 
LOS gNGELES - invins,[~—SO™C™C~C™OCSC*«YSCOCéRESE DENCE : 


PaGE. THREE aX 196q-633 UNCLaS i ie a 
oe} sneer wes as 
LOS gNGELES - inving,[ CS 


|. 5,4) DETROIT DIVISION - SCaRSDaLE,[_ SS COC*dSOCi‘(S 


oe eat “OMqHA DIVISION - COUNCIL BLUFFS, —= 
as a aka | 


8.) PHOENIX DIVISION - CC — | 


—_} 8 ispewce or [}. Sut peel 
FOR INFORMA TIOK OF Sal DIEGO, ADDITIONAL INVESTIGATION HAS 

INDICATED THE POSSIBILITY THal THE PHONE wuMBER[T sd 

7 a NOT BE THE RESIDENCE OF[ cL", axaL________} 


THEREFORE NO eines ae BE ExeCunEe Al THIS ‘TIME. 


es ‘OKLAHOINA CITY DIVISION - WO RMAN (aaa | 
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“FOR aLL OFFICES, SOME SUBJECTS HaVE STATED IN MESSAGES THAT 
THEY HAVE “SELF -DESTRUCT MECHANISMS” SET UP ON METAL BOXES 
CONTAINING MgGNETIC TaPES, DISCS, ETC., THaT WILL REMOVE: ALL 
INFORMaTION IF, THE BOX IS OPENED IMPROPERLY. 1 PARTICULAR, ms 
susuectTT —izdbinls—~&S HaS STATED THAT TO ig 
"PROPERLY OPEN THE HETgl BOX CONTAINING HIS TAPES, ONE MUST PLACE | 
A gGNET ON THE UPPER LEFT CORNER OF THE LID WHILE OPENING. 

aLL SUBJECTS ROUTINELY USE STOLEN LONG DISTANCE SPRINT, MCI 

OR METROFOWE qCCESS CODES qND MOST HaVE "BLUE BOXES, BLACK BOXES 
OR SILVER BOXES” TO ILLEGALLY aCCESS LONG DISTANCE LINES. 
HOWEVER THESE “BOXES" UY NOT BE BOXES: aT ALL. THE HORE MODERW. 
ONES, RE qCTUALLY COMPUTER TaPES THaT PROGRAM THE HOME COMPUTER 
TO qCCESS THE LONG DISTANCE LINES, THESE TaPES MaY BE LABELED 
“ISPS”, | 

“FINALLY, ALL: SWB JECTS HVE NOTEBOOKS, FILES, ETC., LISTING. 
“ALIASES, TRUE NgMES aD HOME PHONE NUMBERS FOR OTHER’ SIB JECTS | 
THAT yOULD BE CRUCIAL FOR THE IDENTIFICqTION. OF aDDITIONAL 
© UNSYBS IN THIS MATTER . 
| FOR INFORMATION, SAC, “ALEXANDRIA, IS NOT MAKING 4 PRESS. 
"RELEASE IN THIS MaTTER, qND SINCE SOME SUBJECTS + ARE JUVENILES» 


REQUESTS THAT RECEIVING OFF ICES COMPLY. 


1983.. 


" CONCERNING THE RESIDENTS ‘To BE SE aRCHED (ALEXANDRIA FITS 967- 128 D). ' bic 


e @ 
PaGE FIVE aX 196q-635 UNCLas | | x 
LEADS FOR aLL OFFICES: | | 
I.) SINCE IT IS KNOwN THaT Many OF ‘THESE SUBJECTS ARE-IN 
FREQUENT TELEPHONE VOICE CONTACT WITH EqCct OTHER, IT 1s IMPORTANT 
THaT ALL SEARCHES TakE PLaCE aT THE SqME TIME TO PREVENT SUBJECTS » 


_FROW yARNING EgCH OTHER, THEREFORE qaLL SEARCHES SHOULD BEGIN aT 


9:08 EASTERN TIME (6:90 all PaCIFIC) ON. WEDNESDAY, OCTOBER: 12, 


2) EACH aGENT RESPONSIBLE FOR q SEARCH 1S REQUESTED To 


CALL ALEXNDRIa (Sal) ON TUESDAY, OCTOBER 11, 1983, 


TO OBTgIN ANY ADDITIONAL DETAILS OR SPECIAL CIRCUMSTANCES a 


3.0) SHO UL D EeGAe auSa"s HAVE giY QUESTIONS REGARDIN NG .THE 


- yaRRaNTs, THEY / SHOULD CONTACT susan EDVAy FIs. 


55 ta 9150. ee 
4.) EACH AGENT SyEARING TO AFFIDAVITS SHOULD REQUEST Tia 
THEIR MgGISTRATE’ SE aL THE AFFIDgVIT TO PROTECT INFO RDIANT 
INFORMA TION AND /OR TECHNIQUES USED IN THE INVESTIGATION. 
ee SEIZED PROPERTY SHOULD BE HANDLED ‘aS FOLLOWS: a.) COPIES 
OF aLL NOTES, FILES, ETC., SHOULD BE FORWARDED. TO ‘THE Al LEXANDRIA 


“OF FICE 4s soon AS POSSIBLE FOR REVIEW FOR LEad ENO RTO: 


PAGE SIX aX 196g-633 UNCLAS 


BL) ALL HaRDWaRE, COMPUTERS, TaPES, DISCS, ORIGINAL NOTES, ETC., 


SHOULD BE PROTECTIVELY PaCKaGED aND SHIPPED TO THE U.S. ATTORNEY, 
EDVA, 761 PRINCE STREET, aLEXaNDRI,, VIRGINIA 22314, ATTENTION  - 


auSaL______————sdbS THIS MaTERIQL SHOULD NOT BE SUBJECTED.TO - 


X-RAYS, MaGNETS, OR EXTREME HEAT OR COLD DURING SHIPPING AS THIS 
at | s. 


COULD. CAUSE a LOSS OF DaTa ON THE -TaPES, DISCS, ETC. C.) BEFORE. 


AND aFTER PHOTOGRAPHS OF COMPUTER SET-UPS, MODEMS, ETC., ARE 
REQUESTED. 
BT. 


b6 
b7Cc 


AXOBMS S11is2esz - a er oe 


RR H@ BS CG.CO DN.HO VA NY. 
DE AX. | : 
R @T7173@Z NOV 83- 
A. FM AL EXANDR IA (196A~ 633) ¢P) a ely 


J 


Qa. 


er 
Joor eau 


a iGATION 


TO DIRECTOR ROU INE 
BOSTON ROUT INE 
CHICAGO R OUT INE . 
COL UNBUS ROUT INE 
| DENVER ROUT LNE 
HOUST ON nour o 
Los ANGELES R OUT INE 
NEW YOR K ROUT INE 
oe ae 
_UNGLAS . 
@yin FRAME; /FBWS ‘CONSPIRACY: (00 2X) 


“RE ALEXANDRIA TELET YPE To DIRECTOR , “OCTOBER 6, 1983, AND ie 6 
| “eH WEB ee Oe 


OCT OBER 13, 1983, 
"FOR INFOR MAT ION OF BOSTON, CHICAGO, “ca. UNBUS , DENVER, AND 

HOUSTON, on OCTOBER 12 AND 13, 1983, A TOTAL OF 15 SEARCHES WERE 

"EXE CUT D LN NINE cit IES IN CAPTIONED MATTER. "SEAR CHED WERE FOR 


. fhe 4 elem oe NOV.2 18.1983 - 


“PAGE TWO AX 196A~ 633 UNG.AS | 

COMPUTER S AND COMPUTER -REL AT D PAR APHER NAL 1A USED To ILLEGALLY’ 

ACCESS GTEY S ELECTRONIC MESSAGE DELIVERY SYSTEM CALL TELEMAIL. . 

“ALL INTRWERS INTO THE SYSTEM USED ALIASES, EVIDENCE OBTAINED | 

IN SEARCHES REVEAL PHONE NUMBERS AND ADDRESSES FOR ADDITIONAL 

UNSUBS, a 2 en © Pe, ee ae tee 
FR LNFOR MT ION OF CHICAGO, “uisua—_Jam», aKas [de 

>) oe AKAs a: WAS ALLEGEDLY ARRESTED LOCALL Y IN 
"CHICAGO D UR ING THE LAST YEAR FOR THLEPHONE FRAUD, INCLUDING - 
“LEGAL USE OF PAY PHONES aN) OBTAINING ADD ITIONAL TELEPHONE * 

- LINES WIT HOUT PAYING, THE TELEPHONE ee ay, 
/ ASSOCIATED WITH T HE vawe[ ano Ja. ee 

| ALL OFFICES ARE REQUESTED TO PROVIDE QUSTOMER. NAME. AND : 
ADDRESS ON PHONE NUMERS OR POST OFFICE BOX NUMBER S PROVIDED AND 
“ANY AND ALL ADDITIONAL IDENTIFIERS AVAILABLE. 


_ b6 
- bIC 


LEADS: BOSTON, AT. BOSTON, MASSACHUSETTS, WILL OBTAIN 
Cust OMER NAME AND ADDRESS ON THLEP HONE sunper[ d+ 


‘CHICAGO, AT CHICAGO, ‘ILLINOIS, 2 WILL. OBTAIN CUSTOMER a PS Tage 


| NAME AND ADDRESS ON TELEPHONE sumer} 2) WILE 
: CONT ACT LOCAL TELEPHONE COMPANY SECURITY OFFICER FOR ANY 


INFORMAT ION ON CHARGES AGAINST _]a.nuy, axas[_—i# 


PAGE THREE AX. 196A-633 UNGLAS | -_ Ss 

axes) POSSIBLY INVGL VING ADD ITIONAL ‘TELEPHONE ‘LINES 

AT THE SAME ADDRESS aS TELEPHONE a 

| COLUMBUS, AT. COLUMBUS, OHIO, © WILL OBTAIN CUSTOMER “WaME AND 

_ ADDRESS FQ TELEPHONE yumper s[>_)~. 

| * DENVER, AT DENVER’ COLOR ¢DO, » WILL OBTAIN CUSTMER. NAME AND = * 
ADDRESS’ FOR T BL EPHONE wumper [TO oe 
“WILL ALSO OBTAIN ALL - IDENTIFIERS on 

Cc} THIS: BOX NUMBER Is SUBSCR IBED To BY a 

Cc 4 WHICH IS AN ALIAS, Po _ 

; HOUST ON, al HOUSTON, TEXAS, ~ WILL oBTAiN ‘CUSTOMER, NAME. AND - 

ADDRESS FR: T HL EPHONE wunper[——d fee 

LOS ANGELES, AT LOS ANGELES , CALIFORNIA. , WILL OBTAIN 
GUST OMER NAME. AND ADDRESS FOR. TELEPHONE’ wunser [| } ano. 


‘NEW YORK, AT NEW YORK, NEW YORK, WILL OBTAIN CUSTOMER: NAME. — 


‘AND ADDRESS FOR THE FOLLOWING NUMBERS:[ SSCS 


BT 


be 
b7C 


b7¢ 


7b6 
b7C¢ 


b6 


— b7c | 


7 
} 
q 


_-(Ak0008 29 r1 8B 1Z 


RR HQ 

‘DE AX 

-R 1818152 oct 83 ey es 
aber 83 ‘18 382 


96A- 633) (P) & PERE Re SOREAU 
OF DAP STICATION 


M ALEXANOR TA A, 


(TO DIRECTOR ROUTINE 


&. cna . 


. . bain phe 
. : Ne # SBR Sak. 

OU eee : ’ . - wf. ae iaehh. Same, aie 
amet £ ot Ey Bs: noni 
vi Ne. SYSTEMS DEVELO PME M1 SECTION, sg fo i va 
MINIT f°) % a os 

‘ty 3 7 cate eee Pes Gee b7¢c 

f ‘ _ IRR ANE FRAUD BY W IRE$ © NSPIRACY | OO SAR) | . 
ao i RE ALEXANDRIA TELETYPE TO DIRECTOR, OCTOBER B, 19 . 
pa oeee 14, 1983. | git << 
| AS A RESULT ‘OF THE 15 SEAR CHES © wDUCTED IN THIS MATTER, 
APPROXIMATELY 16 PER SO NAL oconad Ue ELATED, ie aes pers | 
‘BEEN SEIZED.-. THIS HARDWARE IS.BEIN suf pPeD to Peaien — o 
aE 


ANALYSIS FOR PROSE CUPIVE -0 NSIDER AT 10 Ne a oe 
INIT TAL -INFORMAT ION - RECEIVED FROM FIELD OFFICES INVOLVED. 


12 NOV 9 1983. 


INDICATES A VAR IETY OF HOME COMPUTERS TO INGLUDE TRS- 80, APPLE ILE, 
: C™. 
ATARI AND PER HAPS OT HER « AN EST IMATED 200 - 38@ FLOPPY Lal WERE i} 


ALSO SEIZED (BRANDS ae, pate . ententny A 


PAGE Two AX 196A~ 633. UNCLAS : | | ; 
“ANAL YSIS OF THIS EV IDE NCE WILL REQUIRE A PER SO N FAN IL IAR WITH 
THE VAR IOUS TYPES OF E QUIPNE NT ‘AND ABLE To RETRIEVE INFORMATION FROM 


TH DISCS, ‘OBTAIN A PRINT-OUT AND ALSO. INTERPRET ANY: CODED OR 
PROGRAMMED ‘MATER, TAL PRESENT. | : 


IT - ie ESTIMATED T HAT. A two OF TWO TO THREE WEEKS FULL- TINE 
ANAL YSIS WILL BE eee WITH TE WOR K TO: BE Do We AT THE UNITED 


STATES ATTORNEY? 5 OFFICE, ALEXA DR ia, VIRGINIA. ree bef 


ausa[_ id EDVA, Is THE ATTORNEY HANDL ING THIS CASE. 
HE HAS WORKED: IN A “SIMAR - MATTER with} PHD, AND | 
[oo] stato wow BE AVAILABLE AS A CIVIL TAN CONSULTANT AND 
"ABLE TO PERFORM THE ABOVE ME NT 10 NED ANALYSES, WITH. COMPENSATION AT. 
THE PREVAIL ING "HOURL ¥. RATE. 


RE QUE ST OF THE BUREAUS 
i: WILL INFORM ALEXANDRIA WHET HER BURE AU EXPERTS ARE AVAIL ABLE | 
. TO PROV IDE ANAL YSIS AS DESCR IBED ‘ABOVE. = 


20) IF NOT, WILL INFORM. ALEXANDRIA IF- APPROVAL IS GRANTED TO 


OBTAIN THE “SERVICE S a PER FORM ANALYSES. 
BI . ‘ i i . . 
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: FD-523 (Rev. 9-9-82) 


i 
Fe eed 


fector, FBI Pec ore 
(Attn: Photographic Processing Unit, Rm. 18903), 


From: 


PPLE Sage OM aNG 
See Se Lot 
ae te ee EOS 


FBIHO USE sa 
: Initials 


<| F Received 4 
Developed 


OU et gy ett os 


PBW: CONSPIRACY 
_,,00% ALEXANDRIA. 


1. ‘ ENCLOSED. PHOTOGRAPHIC ‘WORK RELATES TO: 
O*Current | Investigation . Oo. Mug Shot :, Oo Other, 


2: | ENCLOSURES) Lee . 


- Film To Bé: Procéssed 


3. WORK REQUESTED * © 2.” 


ne , Processing a ee Prints To Be Made... ;. Prints. To Be Made... Custom Prints.- 

r oO Process only : 46. ; ‘(From 135, 126, and 1 10) ; (Prints from slides) _ (From any size negative or slide) 
CiyProcess. & ‘make print... ee Be x 3x5 + . oO 8x7 av: 2, BAX fF Comins * Quantity. OS Sn 
O Process & make contact. print. ig Merete # ‘pilaita: from each fares 2 6x7 ey SP gt eSize__ A ee pert da ot 
O1 Slides to be processed O Color O B&W O 8x10 O Color O Baw 
CO Slides to.be duplicated - . — (From 120 and 4x5) 2 . _ 

rete 4x5 O 8x10 : 7. 
t * ene Moat te ye Oe es AUG). t reas Bor tue: 
2 Sate oa ‘prints: from each’ franié aed Set, ies eae ae 
aa * a 0 Color 0 Baw’: - SS st AS ee mingan oe 
4: PROCESSING CENTER” ee ee aes : 


PECIA ; HPC : : 
er Mel eeu Show shipment date and registry number. 
bs: 
Gey 
Oo Shipping Room: Show Sficiieit die: bill of ene ; 
number, initial invoice; invoice*to"be-placed in Neel Bn OG 


ieee file. y 


is “MAIL <n) ra a | 


ca 


' INSTRUCTIONS . 
Sphere. Panam 2 REBT SG re no, 


GENERAL oo Lo, 
cn fet may Shee bes wt Poa a he age BIE ge ‘ges 


Lope whee Honoels !.Aitiphotdaraphi work must be submitted under the substantive ' case caption when it relates to an investigative-. 
i matter. Include FBIHQ file-number when available. All other photographic processing forms (including FD-482) are 
-sobsoléte and Should not be used: zythe FD: 523 is to be utilized for all photographic processing work forwarded to FBIHQ 
| -except employée identification and/or credential cards. Requests for-.official FBI. identification’ and credential cards must be- 
3 
iS 
3 


Submitted oniform FD-464, Attention: Rtg Beny Procurement and Management S Section. : 

: i : SF The Fo. -523 may be: filled out in legible, hand printing: or typing so , that all six pages can be read. “The following 
ee * information is set forth. to assist! ‘in Properly filing out this form. _ Remove third sheet only: (yellow: ‘field copy) and submit the 
remaining ‘five pages. : ; ; 


© 
Swe ormrediok ed 


* ENCLOSED BHOTOGRAPHIC WORK RELATES TO; | 


nn Lo ~ 


All photographic work Subinitiéd should be checked as 5 Current t Investigation, Mug Shot,. or OTHER in 
‘ “appropriate | block. “if “OTHER is checked-a‘short description | of what it is should be: ‘stated under item #4 (Remarks). . 


cee ee ee oe < +. ; 
“. wh WNT: Li Hea 


iw 2.rENCLOSURE(S) Ae ba ae I eG 
i roemlg ve Pe 7 gn. Py Saye goof in we wo ie we 


- ee -+ Film To- Be. -Processed-- Check: appropriate: columns for Color; ‘Black and White’: film, alongside the size of the 
film. Also, indicate the number ‘of Sheets or rolls or cassettes in the -auantity column. _ Slides: ‘refer to EXTACHROME 
“ONLY, DO NOT SEND KODACHROME. eo ghee st feta, patted Do ea Se Teeth a BLD 


Movie Film. Or Microfilm - ‘Check. appropriate, block for size, and. quantity. DO NOT. SEND GOLOR MOVIE 


—. 


Nactsimee, nd ete nel nell 
, - . 


FILM. 
Negatives To Be Printed - Check appropriate block for size: Color or Black and White and. quantity submitted. 
“it 135mm negatives’ are to be printed, indicate by frame number, do not. cut up. into. individual frames. _ The same applies to 

any roll film. _ ee a 
: Other - Enclosures to be copied e.g. photographs, documents, object, etc.” : 


r ' ; © : m4 . : ; 7 


noes wea ee wah went ee cee te tee sete nemey 


3. WORK REQUESTED: ed a po cs. Sor see ee 


i 


ot i Bee ee eet ne ao a reer 
coo aes - rho. i 


5 Le. eth i t ’ {7 . m 
iSt 7 : cee chp ee ce eee a4 
; te 


ce - Processing - ‘Only means: to- develop the film ‘and NO: COPIES: or PRINTS 6: Ticroti” a 


1 


peo cbeos Process- and Print - Means: to-develop film-and make: cone or more’prints.""" oe ‘ . 
.. Slides To Be Processed - -Means: -Ektachrome- film to- ‘be developed and slides: mounted" --— “i stn rene verge 


ee nt eT age crn 


ae oF as ‘ Slides To Be Duplicated >. Means. process. -Slide: -film ‘and. make one-or-more- duplicates of each -slide- WU TT 
ES? : Prints To Be:Made =.From. 135: 126: and. 110 ‘film, chéck size “BYES. or Bx7,.- These a are the- only: ‘size prints: - 
available ‘from:-our machine printers Sheek: ‘Color or Black and White: © 4° ™ 


From 120 and 4x5 Film’- Check size 4x5 or 8x1 0 and indicate Color or Black and White. These are the only - 
size prints ‘available from our machine- printers. . 
nal Slides - Prints made directlyfrom. Slides..; Machine prints can be made in sizes 3x5; 5x7 and 8xt0.-°--*"> . 
_ custom Prints - From any” size. Negative or slide; indicate quantity and : size of prints either-Color :or-Black’ and” te: 
_ White: ‘Custom prints are available ‘in various sizes but require extensive specialshandiing: ~-Fhis: type- of printing is- done¢ on 
~ gpecial request and proper justification must be furnished under item #4 (Remarks). ” see ee —— one ian 


te ee ee 


Aeuiguee * temtlnn - aan 


f 


4. REMARKS: 


. *; , ‘ . Ie TAGE ah, bate on 
angieny Justification for custom n prints: ‘Any special instruction or short degeription; of “other” photographic work: in-? 
. item #1. of this form. ; . [* 


Lu 


7 19 . No Personal Work should be submitted for processing. “Any requests which may be misinterpreted as 
personal in nature should be explained and approval granted by the Special Agent in Charge or his/her design a. 


—_: . . ‘ 
. no oa ogy , : 
Tenge gt pote ot tet cvertg! capes Cg eetee tng . wgrte ot * . a 

"yet DOU 8 teed FD A ND oon, “ : 


Pie GRE TEM tah oO Se 


FD- 523 (Rev. 9- 9: 3382) 


pera 


Director, FBI 
(Attn: 


To: 


7/SAC,* OMAHA 


ff i AS . . 
Subject MAIN N_FRAME~" 


_Photographic Processing | Unit, Rm: 18903) at 


(196a922) 


_FBW;. CONSPIRACY ©. 


f. 7 00: | ABEXANDRTA 


a 


1. ENCLOSED PHOTOGRAPHIC WORK RELATES TO: 


ab.4 Curren, Investigation ~ 


2. LENCLOSUREIS) 


ne 


pom Sa 
Film. To Be Procegeau 


"3. WORK REQUESTED -. 


Processing 
oO Process only 
& Process & make print? 
Process & make contact print 
. -O Slides to be processed _ 
+O, Slides to be duplicated 
oO 
. oO ; 


A REMARKS 7 
(include. trial date or other 
mandatory ‘deadline and any 


~ other s ecific instructions cc ta Cle 
ee tats US, 
Ac 
. \er 


: re eS 


FBIHQ Enclosure: : ~’ 


can 


C1 Mug Shot 


C) Other 


Movie Film or Microfilm. 


: _ Prints To Be Made 
. (From 435, 126, and 110) 
Bi. 3%x5 Oo 5x7 
: --2- # prints’ from, each frame. 


“O.Color. ° - O B&W: 
(From 120 and 4x5) ° 
Gax5". : £' axto- 


0 Colr,. 0 Baw. 


«come! netecs 


# prints from each frame : 


Receive 


Developed : 
_| Printed. 
| Enlargements - 


Slides 


‘| Copied 


Other . 


“AIRTEL 


“10/36/83. 


“Date: 


Negatives To Be Printed 


‘Prints To Be ‘Made © 
(Prints from’ slides) . 


-Initidate__- 


oe” 


Custom Prints” , 
(From any size negative. or slide) 


T 3%x5 : Quantity . 7 
C) x7 Q Size a im 
og 8x10: OD Color *.” Cy Baw... 
Film rec'd & Sn ; et 
So LA. NOV -4. 1983 


asa 


éxoaas ($B2.02452 


ae (Oca Atta — 
RR ke Heert. By 
Ag, Bey 
DE, AX : Gan, bes 


QUREAU 


os} bean 
\. tacgaciion eee 


. ip gag 20082,0CT CRY 


< - iePoak : 1 x) ) MS 7 
OF SERVE STIGATION, a > ae | aoe 8 
PM ALEXANDR 1A 196 A~ 633) cP) set She Soke Seal r 
a : : i- : a ; . = woe 4 ae ee ; 4 Leys Btn oe: 
TO DIRECT OR R UT INE an oe se Mu Ee Uae A ae eats. ad 


wating oo. 


rails ‘CONSPIRACY; oo: ax. gah Be ok a Ma ans 


ee! b oe igtie me gee 

, : ‘| o- 
RE ALEXANDRIA TELETYPE TO DIRECTOR, OCTOBER 18, 19836 ee 
FOR INFORMAT ION OF THE BUREAU, sa ]eavexa nda) 5: HAS | 


CONTACTED: TWO D I FFERE MT FIRMS: IN Es TO GET EST INATES: ON: THE 


COST OF RETRIEVING INFORMAT ION ROM ‘FLOPPY: DISKS RETR IEVED. “a 
| “SEARCHES. dias 0 FFERED- TO PER FORM SERVICES 
“4 OF $15 PER HOURS HE STATED’, HOWEVER, THAT: HE. WOULD ‘owe{ aed ( 

AVAILABLE aT NIGHTS AND ON WEE ENDS TO PER FORM THis TASK. 

| 2 HAS AL SO. 00 NTA CT ED MICRO RESEARCH, “INC., AND. THAT | 


“ei bb 
“FIRM HAS OFFERED THE SERVICE S OF ONE OF Ts TECHNICIANS AT THE "pe 
"RATE OF $45 PER: HOUR’. OF ‘el ee a 

a SINC. y at 's0 LND ICATED. THAT HE cowl ABv ioe 3 HI TECANICT VON eS 


a N = : : : : : ede 
. AN AS NEED Epis To ce THE WORK aT THE Deo ATOR NEY" s orig 10 83 


PAGE TW, AX, ‘1968- 633 UNAS -_ sete aig 
ALEXANDR thy “BL IM INAT ING. ANY DIFFICULTIES. OD NOER NENG CHAIN OF. = 
CUSTODY oF T HE, EVIDENCE. - : ye at Uf 
ALEXA NDR 1A 18° ST ILL EST IMAT ING. Two TO THREE: WOR K WEEKS TIME ° 
secessany TO OBTAIN, THE NECESSARY INFORMATION. e CAT THE ‘RATE OF 
, $45. PER: HOUR, THIS WOULD EQUATE’ TO $360 PER DAY, OR FOR THREE 
ae FULL WEE Ks WORK. THIS WOULD: COME To APPROX IMATELY 8; 420. THERE” 
2 WILL BE - SOME INCIDE NT AL EXPENSES, FOR EXAMPLE “PUR CHASING .OF © * 
: CORUTER PRINTOUT PAPER y ET@e * oe Ps ary 
AS ALEXA NDR IA ‘HAS. ‘ALREADY RE CE IVED APPROXIMATELY 38 BOXES OF 7 eS 
EVIDENCE FROM: OT HER ‘OFFICES, IT 1s REQUESTED. THAT THE BUREAU 


er GIVE VERBAL AUT HOR 1Z aT 10.8 FOR MICRO RESEARCH, 0: BEGIN THE . 


"ANAL YSIS ON MONDAY, OCTOBER 31, 1983, [_______.. P. So Bee 


MICRO RESEARCH, ING. IS FORWARDING A WRITTEN STATEMENT. TO. THE. =e 

: ALEXA NDR IA OFFICE INDICAT ING THAT He WILL PROVIDE, ONE TECHWICIAN 

ONAN HOURL ¥ BASIS. AT. THE’ RATE -OF $45 PER HOUR TO. PER FORM THE a 

KE CESSAR Y TASKS. . “TOTAL. EXPE ND ITURE WILL NOT EXCEED a. AND, Ne See 
ACCORDANCE: W ITH CO NTR ACT REV IW UNIT, A BD AN CONTRACT: | a te 
PROCEDURE. 1s THEREFORE NOT REQUIRED. oe | 

as i 


s a oe hid «. 


S ‘ Sty 
; © 
= - 


Teletype from Alexandria (196A-633) 
Dated 10-29-83 
RE: MAIN FRAME 


ADDENDUM: CRIMINAL INVESTIGATIVE DIVISION (CID) KD:smjM 11/1/83 


The Financial Crimes Unit, White Collar: Crimes Section, 
has reviewed the request of the_SAC, AX that authority be granted 
to expend funds not to exceed $ from the Field Support b7E 
Account. These funds will be utilized to pay for a private con- 
sultant to review 200 - 300 floppy discs which were seized during 
the execution of numerous search warrants in various areas of the 
United States. Examination of the discs is necessary for evident- 
iary purposes. 


Analysis of these discs requires a person familiar with 
the various types of computer equipment who. can retrieve information: 
found on the discs, obtain print-outs, and intrepret any coded or 
programmed material on the discs. The Technical Services Division 
(TSD) advises they only have one employee with sufficient expertise 
and: because of scheduling conflicts, he would be unable to devote 
two to three weeks full time to the task. The-Contract Review Unit 


dvi no contract need be negotiated if total fees are less than 
4 | b7E 


AX has solicited informal estimates from two qualified 
area consultants. The lowest estimate which also takes into consid- 
eration chain of custody: of. the evidence was for $45/hour. It is 


estimated the computer technician will require two to three weeks 
aaa mae eo combicde Gusitaek” Ge. eee 
shoul e noted that this consultant: group, Micro Research, Inc., 

was recommended by TSD who has utilized their services in the past). 


The Financial Crimes Unit, White Collar: Crimes Section, 
recommends that AX be given authority to expend necessary funds, not 


to exceed § in order to have the necessary analysis conducted. b7E 
APPROVED Hari. Sarvs, aboratory 
Ori. OB olor Coun. 
Director : OF, of Gong. 
Exec. AD-Adm.___ Ident. _& PubE Ae 
8 Exec. AD-Inv. inspection Rec. Mgnt nae 
: 1 eee inspection, Tech. Servs. 


Exec. AD-LES intall. eee Taining __. 


ait emeeetenteeaneaad 


iia | 


(3)* . 


~~ 


6-147 (1613-81)" CRIMINAL INVEg@B ative DIVISION = 


INFORMATIVE NOTE 


Date October 14, 1983 


Re: MAINFRAME; FBW; CONSPIRACY; 00: ALEXANDRI 


It should be noted this code named case 
refers to an AX investigation concerning unauth- 
orized access into the GTE computerized Telemail 
system. 

By attached teletype, Alexandria advises 
that on 10/12/83, 12 simultaneous search warrant 
were executed by the FBI in 10 cities throughout 
the U.S. Seized during execution of the search 
warrants were home computers, modems, and numer- 
ous documents constituting evidence of computer 
"hacking". Three more search warrants are ex~ 
pected to be executed in the near future based 
on information obtained from the first 12 search 
warrant executions. 

For background information, this case was 
initiated when GTE learned that unauthorized in- 
truders were accessing their Telemail system and 
destroying records and disrupting services. 
Three organized groups of computer "hackers" wer 
eventually identified and messages indicated 
these "hackers" had penetrated numerous company 
and agency computer systems. Further investiga- 
tion resulted in identifying the true names and 
location of 12 of these "hackers" and thereafter 
sufficient evidence to support the search war-- 
rants was collected. 


Enclosure 


Kp Off (11) 


Mr. Colwell 
Mr. Otto 
Mr. Young 
Mr. Revell 


Night Duty Desk 


FBI/DOy 


: c 
: tS 
% . 6 ; 


SAC, AX advises no press release is 
anticipated regarding this matter at this 
time since some of the "hackers" are 
juveniles. However, it is possible com- 
ments made by GTE could spark the interest 


of the news media. 


APPROV Adm. Serve, 24 La ‘ory 
Crim. iny egal Coun. 
Director eae att OFF. of Cong. 
Eyec, AD-Rdm. ident. 3 Public Affs, 
ay Tannen Rec. Mgnt. ee 


eich aly Tech. Servs. _ 


veer OM Exec.AD-LES intel. Training 


Exec. AD-Inv, 4 Inspection 


(2)%* 


ese 8615832 | a | : ts * - e 


00 HQ AL BU DE LA OC. 


. a Nees a . Crim. inv. agit ay . 
AXOBU7 2861533Z i tea 
* : - : : ol aE ; “Sigg ee of. inspection i 
PP HQ AL BUDELA NY OC OM PK SD. of hg aa) 
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TO DIRECTOR IMMEDJarE= 


ALBANY ROUT INE 
BUFFAL 0 ROUT INE 

DETROIT ROUT INE 

LOS ANGELES fur INE 

NEW YOR K IMMED IAT E 

OKLAHOMA CITY ROUTINE = - 


| OMAHA R OUT/INE 
“PHOENIX ROUT INE 
AN DIEGO IMMEDIATE | . : oe 
UNCLAS mane 3 ib: “U4 3— 

Ghaan mares ros CONSPIRACY (OO8AX) ; 


RE ALEXANOR IA TELETYPE. To DIRECTO , OCTOBER 6, 1983, 
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FOR INFQR MAT TON OF THE: BUREAU AND ALL RECEIVING: OFFICES , ON 


OCT OBER 2, 1983 , BUREAU, AGENT S EXECUTD SEAR CH WARR ANT Sese=FHE—~ "= a 
pee a a Ip Oct aoe 


i 


Aa er ee 


PAGE TWO AX 196A-633 UNAS . 

FOLLOWING CITIES’. ‘ALBANY, ITHACA, ROCHESTER , AND, SCAR DALE, 
NEW YOR K3 DETROIT, MICHIGAN “OMAHA, NEBRASKA 3 NORMAN , 

OKLAHOMA 5 TUCSON, AR IZONA$ BEVERLY HILLS, CAL LFORNIA , “AND IRVINE, _ 
CAL IFCR NIA (THREE). ALL SEAR CHES RECOVERED . HOME COMPUTER Sy F 
MODEMS, AND EVIDENCE OF "HACKING." "3 a ap ae ay he 

REFERENCED TELETYPE NOTES THAT SAC, “ALEXANDRIA, IS NOT. 

MAKING A- PRESS RELEASE SINCE SOME SUBJECTS ARE JUVENILES, 

RE FER ENCED T LET YPE SHOULD HAVE. CONT INUED ‘THAT USA, va, Is - 

HAVING DIFFICULT Y ESTABL ISHING -PROSECUTIVE INTEREST -IN CHARGING 

JUVENES, CONSEQUENTL Y, LITTLE PUPOSE WOULD BE SER VED IN 
HIGH. IG HE ING JUVE NILE, PARTICIPATION IN THIS ‘CASE AT ‘THIS, TIME 
AND COLD PLACE US IN.THE UNNECE SSAR Y. POSITION OF . HIGHL IGHT ING a 
OR UC IAL EVIDENCE WHICH WE EXPECT SEAR CHES TO PRODUCE. “ee 

FOR INFOR MAT ION OF sal DIEGO, DURING SEARCH ae , 3 

[—} svesecr 7, Prove ee wane 
Se 
TELEPHONE NUMBER[__ > CUSTOMER -NAME AND: ADDRESS FOR “pre 


THIS PHONE NUMBER ts[ SAME ADDRESS. THERE Is 


ALSO A. SECOND L-INE AT THAT ADDRESS , a | ALEXANDRIA 


MADE A PRETEXI PHONE CALL TO THAT NUMBER awl d ; 


mu 


ie 


a . . ? . 
’ 


PA GE THREE AX 196A - 633 ‘UNGLAS 
ANSWER ED T HE PHONES AL EXANDR 1A. THEREFORE TRANSMITT. ING. AN | 


AFFAD AVIT TO SUPPORT A SEAR CH. WARR ANT ‘To SAN DIEGO ‘BY FACSIMILE, 


ATTENTIONS “super visn[—_} 


FOR INFOR MAT ION OF NEW YORK, ‘TRAP AND TRACE INFORMAT ION 


optatNed mond 


[4 wo tearm tet LS 


TRAP ano TRACE Has also. sHow@[__ | 


rr AFFAD AVIT FOR SEARCH WARRANT FOR BOTH: 


LOCATIONS WAS FACSIMILED TO USA, ED NY, AND PRESENT To 

MAGISTRATE ON OCT OBER 12, 1983. . oo | | 
LEADS: SAN DIEGO, AT “SAN DIEGO, CALIFORNIA. v WILL 

a: PRESE NT. ‘AFFADAVIT TO AUSA AND MAGISTRATE AND EXECUTE SEARCH 


WARRANT” AT. C7 IMED IATEL Y., 


2) EVIDENCE SHOULD BE HANDLED AS SET:.OUT IN REFERENCED 
TELETYPE. | 


b6 
b7c 


»b6 


b7C 
bTE 


b6 


_ b7e 


PAGE FOUR AX 196A~ 633 UNCLAS' - 


. NEW YOR Ky. AT . ST ONE YBR OOK AND PORT: JEFFERSON, NEW ° YOR K.. 1) 


WILL EXECUTE SEARCH WARR ANT ae | 


AND WUSB RAD 10 STAT ION, ROOM 34%, BUILD ING 37, STATE UNIVERER SITY, 


OF NEW YOR K AT ST ONE YBR OOK “IMMED IATEL Y. 2) “EVIDENCE. SHOULD BE 
Ha NDL ED AS SET OUT . IN REFER ENCED ‘TELETYPE. | 


BOT H NEW YOR K AND SAN- DIEGO. AR E REQUESTED To HAVE MAGISTRATE, 


SEAL AFFAD AVIT TO PROTECT IDENT ITY OF COOPER AT ING SUBJECT AND /OR 
INVE St Tear I IVE TECHNIQUES. . 
ae 
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Date 10/24/83 


ATO: DIRECTOR, FBI 
ON| TECHNICAL 
SERVICES DIVISION 


FROM: SAC, DETROIT (28E-847) (P) (C-6) 


(OO: ALEXANDRIA) 


Title changed to reflect conversion from 
to Mainframe and change of Office of Origin from: Detroit to 
Alexandria. 


Re Detroit airtel dated 10/19/83. ye | 
An_ indivi i in the[___s residence, using the 

codename is accessing the GTE Telemail fe 

network, commandeering corporate accounts and denying access to 


those accounts by legitimate users. In order to obtain further 
evidence of the illegal and unauthorized access to Telemail and 
other mainframe computers a request has been made and a court 


order extension granted for a pen registers to be placed on the 
telephone lines eas In compliance with 
M DOG section 10-10.3 the following information is provided: 


@- Bureau 


- Detroit ere 
(1 - 66-5343) ol@, 
MAH: lam . 


(5) 


Approved: ) 


ransmitted 
YT : (Number) 


. (Time) 


DE 28E-847 


-2*- 


b7E 


b6 
b7c 
b7E 


wah ee 
Y ae xs © 


DEQG3 2981930 


RR HQ 
‘DE DE. 
OR 2519307 OCT 
| as DETROIT (28E = 847). (C-6) 
C770 DIRECTOR (ROUT INE) 


7 a gf | 
on : : anes Telephace fim. 
UNC AS E F. T 0 a 43 [Diceiors Secy —_ 


Giherres rar CONSPIRACY ee : 
“If IS REQUESTED THAT THE FIELD SERVICE ACCOUNT SAD, | 

DETR OIT BE AUT HOR IZED FOR AN ADDITIONAL {_____] 
CASE FUNDS FOR THE ABOVE -CaPT-t i 


| Training 
| 


i= 


|ED-WATTER. THE. ORIGINAL 
es Ft CASE FUNDS HAS BEEN EXHAUSTED AND ADDITIONAL 
FUNDS ARE NECESSARY TO CARRY THE INVESTIGATION TO ITS 


‘LOGICAL AND PR OSECUT, VE CONCLUSION. THE FUNDS THUS | FAR. 
HAVE BEEN USED TO: PURCHASE C Of PUTER RELATED EXPENSE. ITEMS 
SUCH AS PAPER » RIBBONS, MALL ELECTRONIC CM&PONENTS, AND 
vA C OVSIDERABLE SUM PAYING LONG DISTANCE TELEPHONE EX PENSES. 
. THE THRUST OF THE INVEST IGAT ION Is BEING FOCUSED ON 
LOOSELY ORGANIZED. EFFORTS BY INDIVIDUALS, NATIONWIDE, TO 
| GAIN ACCESS INT O G ERNMENT AND CORPORATE C1 PUTERS THR OUGH - 


xO. ' 
V2 Veo  wo® Fag 
8 \ oO aie, a aA As 
ae Qe > WEG eae 


T7 NOV 9 1983 a 


. 5 2dE07 1983 


| | uf 
ae . 116 4) 13-f5 


bT7E 


b7E 


PAGE TWODE 28E-847 UNCLAS E FT 0 _ | 
VARI. oUS. DATA NETWORKS, I.E. TELENET AND ARPANET.: 
INF CRMATI ON OBTAINED BY THESE INDIVIDUALS IF SHARED BY | 
/ POSTING MES Sa GES ON UNDERGROUND COMPUTER BULLETIN: BOARD SYSTEM S 
(CBBS). THE M OV ITORING OF THESE CBBS HAS PROVIDED VAST oy, | _ oe 
at OUNT S OF INTELLIGENCE AND INVESTIGATIVE INF ORM AT TV aa ; 
“WHICH LEAD TO THE IDENTIFYING OF SIX OF THE SUBJECTS IN THE 
ABOVE~CAPTI ONED INVESTIGATION. 

THE FIRST PHASE OF THIS INVESTIGATION WAS. FOCUSED ON THE 
UNA UT HORIZED. USERS PENETRATING THE GTE TELEMA TL CO PUTER . 
SYSTEM, HOWEVER , OF HER COMPUTER: SYSTEMS ARE BEING COMPRISED 
BY T HE SAME. INDIVIDUALS AND Of HERS YET UN IDENT IFIED-., oat 
IS IMPERATIVE THAT THE. MONITORING CONTINUE, NOT, ONLY TO HAVE. A 
CONSTANT FLOW OF INF ORMATION, BUT TO INSURE OUR CREDIBILITY AS 
A PARTICIPANT IN THE ‘INFORMATION CHAIN IN THE UNDER GR OUND. 
CRBS cam UN ITY. 7 _ 
| THE ADDITIONAL. FUNDS THAT ARE BEING REQUESTED WOULD. BE 
USED TO COVER EXPENSES AS THEY RELATE. TO THE MONITORING OF 
THOSE BOARDSs TELE PH ONE BILL S, COM PUTER PAPER, PRINTER 
RIBBONS, AND RELATED EXPENSE ITEMS. 
Br 
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Bus CONSPIRACY: 00: AX 


RE DE TELETYPE DATED 10/72e5/63. 


uP TO 4 [MORE UNDER CASE FUND AUTHORITY AS REQUESTED” IN 


REFERENCED TELETYPE. 
BT 
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DO NOT TYPE MESSAGE BELOW THIS LINE 


ROVED BY DRAFTED BY 


rap) KD: SM)\t3t 
TI ID 


ERE 


DO.NOT FILE WITHOUT COMMUNICATIONS STAMP 


DO NOT TYPE PAST THIS LINE 
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FBI/DOJ 


HOUSE ADMINISTRATION 
\ OMMITTEE 
REPUBLICAN STUDY 
COMMITTEE 


REPUBLICAN POLICY 
COMMITTEE 


EXECUTIVE COMMITTEE 


NATIONAL REPUBLICAN 
CONGRESSIONAL COMMITTEE 


jroveves 1, 1983 


Federal Bureau of Investigation 


ED SERVICES COMMITTEE — 


‘ - 
« ‘es 7 
XN 


Congress of the Unites States 
House of Representatives 


ROBERT E. BADHAM 
40TH DISTRICT, CALIFORNIA 


FEDERAL GOVEHHEHD 


‘Office of Congressional Affairs, Room 7240 


10th and Pennsylvania Avenues, 
Washington, D.C. 20535 


a 


WASHINGTON OFFICE: 
2438 RRAYEURN House OFFICE BUILDING 
WASHINGTON, D.C. 20515 

(202) 225-5611” 

= eho ” 

OISTRICT OFFICE: 

180 NEWPORT CENTER DRIVE 

Sutre 240 

Newport BEACH, CALIFORNIA 92660 

(714) 644-4040 


by 


b7C 


Enclosed is a copy of a letter I have received from a number of my constituents with 


regard to the manner in which the FBI recovered computer 
used in tapping into the commercial Telemail system.run by GTE. 
your review of and comments on the enclosed 
to my Washington office to the attention of 


REB:kd 
enclosure 


ivyvance in this matter. 


fgipment which was allegedly 
I would appreciate 


es Please send your eae ae 
f? 


pprs 


Poco coal 


“. 


+ er eemnenanmme eine nee + 


mentee nn Sitti ae ND 
Dear Robert Badham, 


As a resident of Irvine, I am deeply concerned with the 
tactics the FBI used in our city a few days ago. I feel 
the local newspaper :The Register” has hit the nail on 
the head. I have enclosed a copy of the article for you 
to read. The laws were not made to harass people, but 
to protect them. 


You as an elected offical are put into office by the 

people in essance you are our voice. I would like you 

to look into this incident and see what can be done 
about the FBI. Please find out why ener acted in the manner 
discribed. If this is allowed ti pass by without an outcry 
from us, they will feel they can continue to confiscate 
anything they please in the future. I am looking foward to 
pecrene toe you on this matter and seeing what action you 
will take. 


Thank you in advance for your attention in this matter. 


CR amn mm aton Si te tenet neater aiaatinsnaeednatactnanretsaenand saints netteareunn anes sictalihrmaiaf ts Rich 0308 


“3 


9-3 ~| 


FENCLOSe su 


orl? eee a - 
’ 
oe ‘or 
1 ' . 
, ils ay 
ca) : 
r 
‘ sy é eae 
4 
sy G5 -- ' 
as . 
tan + 
tos eed 4 
x 
. oe 
we 
rn P) eo 
’ » « 
Ae whet 
os Lee 
ane : 


d 


ate 


' 
ay 
: i " 
‘ 
oy 
web he 
- . 
wot, 
‘ 
‘ 
us tine 
2 
¢ ry 
’ 
Aes 
i 
- wee 
6 


Vk _ Hackers? No, it couldn't -be. 


ya Soviet Union. But in Irvine? ’., 0 1). 


7 ‘Opportunity Me Dag hie Tee, oh 


’ advance warning that the FBI was plan- 


‘"Falds, even the fact. 


f Che Tt 


A division ot Freedom beaaaeila inc. 


legiste 


R. David Threshie dr., publisher’ . 


“There is no security on hi. cLmnattoiame 
earth; there Is ‘only. ere nena ee : ee 


Gen. Doupies Macarthur + : R.C. Holles, co-publisher 1935-1970 
a C.H. Hoiles, co-publisher 1935-1979 
Harry Hoiles, co-publisher 1975-1979 7 | 
es i 


ore 
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FBI storm pe hrae in Irvine 


puter equipment, much of it expensive. . 
There’s doubt now about when (if ever!) © 
the boys will get their equipment back. 

Were these boys running a murder. 
ring or something to justify such tac- wh 
tics? Hardly. To date they haven’t been We 
arrested or even charged with a crime, ;-* 
Yet the FBI has stolen (yes, that’s tn 
‘proper word) their equipment and mays ue 
or may not give it back. ae 

_ This should be a real shocker. to dice Ut f 


few weeks ago the Woodbridge 
Az in- Irvine was leafletted by 

local police. Residents were 
warned to be careful about opening the 
door to strangers. The purpose, every- 
one thought, was a rash of rapes {n the 
area. In light. of subsequent dévelop- 
ments, does it almost seem like an 


ning a dawn raid on teenage computer . 


‘The way the’ FBI. conducted those $e. 
esse ‘wer 
arbi ) 


at ete at all, ralgee dl 
auch activities DO Nazi patie or the: ‘selves, they can‘do little to establish: 
-what the boys did with them. If the FBI: 
“Based on information released ‘to. ;needed to establish that the boys had?! 4 
date, the four Irvine teen-agers were, terminals, they could have made out a ::- 


| -"~ to'get into the'Telemail’s 
'-. be into heavier things. Tf: 


- 4 ; 
cee ee. - 


among perhaps a dozen in different 


. parts of the country who may have 
‘tapped into the commercial! Telemail 


system run by GTE, using it to send 
messages without paying the fees com- 
mercial clients pay. 

If that’s the extent of their wrongdo- 
ing, some law enforcement officials 
could have talked to the boys and their 
parents, explaining what they had done 
and informing them they would receive 
bills for their unauthorized use. 

Perhaps something more serious is: 
afoot. 
inadvertantly or not, tapped into some- 
thing else. Perhaps federal authorities - 
really want to get at the mysterious San 
Diego t fellow they know as.The Cracker, . 
who re rtedly told the Irvine bo We 

port oe Sic mposweet ae nea a 
, , the low-key 
approach, seeking cooperation,” “could 
well have been the best way to do it. 


Instead, the FBI conducted a heavy- - 


handed, heavy-footed raid at dawn. 


When one family didn’t answer the door . 


(at 6:15 in the morning!), an agent 
actually broke into a boy’s bedroom. 
FBI agents seized computers and com- 


é 


Perhaps these boys. have,.. 


ek a oe 


sworn. statement to that effect and had ° 
the boys and their parents sign them. . 

Furthermore, if the boys really were: _ 
up to something devious, taking their .- 


computers is a ‘small deterrent. Access 


to computer terminals is relatively | 


easy. Is the FBI prepared to confiscate 
everyone’s home computer? | 


It is a sad day when law enforcement : | 


can walk into someone’s home and seize 
property for an undetermined amount of 


time when a case is in its initial stages | 


and indictments may not be sought for 


- months: Yet some attorneys believe that = 
if no indictment is issued, the parents ,, 
may have to sue the government to get 


their _ boys’ property back! 


2 The! FBI should put up or. shut. up:°*” 


ESA ke a 


charge these boys with a crime 


and sfart prosecution immediately, or “ 
' give them back their property. If no © 
_indictment is sought, the computers 
should be accompanied with a contrite © 


ta 


apology and compensatory damages. 

Those responsible for this outrage 

should be punished'or fired. 
Otherwise, the FBI is operating on ae 


same moral J2vel as a burglar. ff] [°° Cf 
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A” TRANSMIT VIA: _"". PRECEDENCE: CLASSIFICATION: 
“ovk'O Teletype Cl Immediate sae Bia 
” © Facsimile — O Priority | QO 
2+ Ry Airtel CO Routine O 
| C0 UNCLAS E FTO 
[1 UNCLAS : 
y+ pee - 
WA 4 Date 11/14/8 #3 
(és 3 
TO: ‘DIRECTOR, FBI 2 
_. FROM: SAC, ALEXANDRIA (196A-633) (P) 
MAIN FRAME) | 
FRAUD BY WIRE; < 
Dae CONSPIRACY | 
a (00 :AX) : : 
é . b6 
Te as bre 
,AUD BY WIRE ; LTSP 
(O00 :MI) 


Re Director's letter to SAC, Alexandria, ee 


. u . 
Enclosed for the Bureau are two packets conta hing I>? 
copies of evidence obtained in the "Main Frame" investigation. 


Packet number one contains copies of printed and eg 
hand-written mate f the residence 
located at 
residence o 


is[__}years-old and quotes in etroiv. newspaper cated 
he claims to have penetrated Arpanet. The printed matertal bé 
in packet number one is apparently a listing of every Arpanet pyc 
and Milnet host with the "connect address" or host number for 
each. The hand-written material also contains host names, 
connect addresses and also includes some user names and 
passwords. There is reason to believe that this information 
was shared freely with other hackers. i i 
A A ; a a a 
fo ureau (Enc. 2) ENCLOSY RE rae sas Y hs ee Ke 
“Albany (Info) AWS sl A 
2-Buffalo (Info) — ena BEHIND FILE 
e-Detroit (Info) ~ 
2-Los Angeles (Info) 
2-New York (Info) Bove eae rersgeet ye bé 
2-Oklahoma City (Info) b7C 


2-Omaha (Info) 
2-Phoenix (Info) 
2-San Diego (Info) 
2-Alexandria 

GDF :gaj 

(22) 


Approved: a) / aS Transmitted 
Hui 


4 NOV 2? 1983 *% 


exmems Gemem CmeeS 


(Number) (Time) 


i é . pe 


se 


AX 196A-633 


Packet number two contains : ssages 
left on telemail by hackers known as and 
(aliases). has been tentativel 


identified as 


-years-old). True identity of 
is unknown. Information contained in packet | 
number two was apparently obtained from some other sources 
(one being the Defense Data Network Newsletter) and then 
entered into telemail to be shared with other hackers. 


For information of the Bureau, all offices 
conducting searches in the Main Frame case (Albany, 
Buffalo, Detroit, Los Angeles, New York, Oklahoma City, 
Omaha, Phoenix.and San Diego) were requested to forward 
all evidence to Alexandria for analysis, therefore this 
response may constitute completion of lead in referenced 
letter for those offices. 
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DG TRIS UNS 


Te ale 


BADEC 71983 ">a eager 


~ 


TIONG CENTER... 


Wane Zee 
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REAXTEL 10/28/83 AND BUTELCAL TO ALEXANDRIA 11/3/83. 
APPROPRIATE FBIHQ AUTHORITY HAS BEEN GRANTED FOR ALEXANDRIA 


‘TO OBTAIN THE SERVICES OF A COMPUTER TECHNICIAN TO ANALYZE 


ALEXANDRIA SHOULD INSURE THAT APPROPRIATE CHAIN StSUS ODY 


OF ALL EVIDENCE IS MAINTAINED AND THAT THE TOTAL GOST OF 


SERVICES DOES NOT EXCEED ff 


IF ACCEPTABLE TO THE COMPUTER TECHNICIAN, WH 


Ll 


Aer 
AN ITEMIZED BILL SHOULD BE /PROVIDED TO 


ALEXANDRIA. ALEXANDRIA CAN THEN VERIFY THE ACCURACY OF THE 


CHARGES AND FORWARD THE BILL WITH A FIELD PURCHASE ORDER {FPO} 


TELE EXT. 
SbEb0 
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Routing Slip Cosi 
FD-4 (Rev. 4-20-81) 


To: OU Director 


Att: 
O SAC 
im) Cc 
ote 
( Agent 
O sss 
Ol Rotor # 
O Steno SSS 
Oy 
Room we 
O Acknowledge ror Information: C Return assignment card 
0 Assign OD Reassign O Handle C1 Return file OO serial 
© Bring file C Initial & return Ea es 
O Cail me OO Leads need attention O Return with action taken 
{) Correct C) Open case O Return with explanation 
O Deadiine_ FE] Prepare lead cards O Search and return 
O Delinquent O Prepare tickler CO See me 
) Discontinue ‘ O Recharge file C serial Type 
_ O Expedite Cre eee _— 
CO) File O Send to J = p 


Aaa see RA 
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Ya rarer Od fre? J! ogg 
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November 8, 1983. 


seas Bureau = Investigation 


300 No. Lee Street 
Alexandria, VA 22314 


Re: Computer Project 


Micro Research will be pleased to help you in evaluating the 
computer materials you have in your possession. We will. do it on- 
site at your offices, with the FBI providing the necessary 
hardware, software, and other required materials. 


Point of contact will | ee our office. The 
billing rate will be $45/hour to-and from our office in Falls 


Church. Billing can be in na format acceptable to you. Cost of 


the project’ will not exceed 
We look forward to helping you in this. endeavor. 
Sincerely, 


Micro Research, Inc. 
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11/16/83 
Date —__________—_ 
TO: Director, FBI 
aA UR os = 
— FROM: PVD ad snc Albany (196A-677) (P) = 
Y 4 
V\ SUBJECT: MAINFRAME Li) 
: “FE BW;-—-CONSPIRACY _ A. 
(00: Albany) pV 


Re Alexandria teletype to Bureau dated 10/6/83. 


Enclosed for Alexandria are three copies each of 
three FD-302s reflecting investigation within the Albany Division. 


Albany will forward seized evidence from searches 
conducted within Albany Division on 10/12/83 under separate cover 
per instructions set forth in referenced Alexandria teletype. 

\ ) 2+ Bureau 

2 - Alexandria - Encs. (9) 
“ 2 - Albany a 
fees RAH/ed/smf 
(6) 


& NOV 28 1983 ' 


ca) Ce [ino a 


Approved: —<“<«ié«ésT ranted WU Per 
(Number) (Time) / 


” 


7-126 (Rev. 3-14-83). © . 


Memorandum 


To 


b6 


Date WhiBfes b7C 


& Symbol Spa - RY fll G 
OFVL 


From 
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TESTIMONY 


(circle one} Court Grand Jury Other - 
Supporting: (circle one) Bureau 
City & State 


Federal 


Bufile # es ok ran 


Dates 
Local Workdays 


__. Category 16923 4 


Testified? O Yes © No If No, then circle Reason Below for Appearing in Court but 


not Testifying. 


01. Guilty Plea 03. Case Dismissed O05. Testimony not Needed 
02. Case Continued ,04. Stipulation 06. Mistrial 
07. Other Sen eeeee res 

Results of Trial Judge 


Prosecuting Attorney 


Defense Attorney 


I9b-41713 


Federal Local 


eatin 


Purpose: (circle one) 


01. Lecture/Training (Others) 
014A. Tours, Training, etc., at FBIHQ 
02. Training (Self) 
03. Speech 
ob. Pretrial Conference 
O5. Field Examination of Evidence 


____ Dates_ J4fZ2- 7 


1 PE - 49/5 - 


Details/Unusual or interesting Circumstai 


City & mw / BYQUE 


Workdays 


06. Research/Ddta Acquisition rs 


Q @ 
CoaDwresiaaive Support 
os. Communication Support 7 


10. Conference/Meeting 
11. Deposition 
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November 25, 1983 


FEDERAL GOVERNMEN 


] Honorable Robert E. Badham 
wv Rouse of Representatives . 
Washington, D, C. 20515 


Dear Congressman Badham: 


Your November lst inquiry regarding rhea 
investigation of unauthorized intrusions into the “GTE STE Telemail — Hag 
~system has been brought to my attention, 


Since this is an ongoing investigation it would be 
inappropriate for me to comment specifically on any aspects 
of the case at this time. However, I would like to explain . e 
the FBI's investigative precedures and responsibilities in 
such investigations. 


When we receive information indicating that a violation | 
of a Federal law has occurred, is occurring or will occur an 
we determine there are items of evidentiary value, we obtain 
a judicially authorized search warrant for the premises where _ 
the evidence is believed to be located. As with any search| - 
warrant, the evidence being sought must be specifically neebes da 
as must the location to be searched, The time of execution 
of the search warrant is usually decided upon between the =o 
Investigating Agent and the Federal prosecutor based on several 


a Ss needs, the most important of which would be the protection we 
A 7. mef the evidence. Although personal convenience to the subjects 
ri o> iis a consideration, it is secondary to protection of the ; 

= i évidence, When the FBI is conducting an investigation, the ~~’ 


oo fact that some of the alleged perpetrators may be juveniles 
loes not diminish the seriousness of the crime nor does it 

L_essen the FBI's responsibility to protect the victims fr on 

ewcaDadn._. £UKther illegal activity. /Gh -, 

Exec AD Inv. ) Lox -1If 

Exec ADLES__-_ ]9 = Alexandria (196A-633) - ee se at 

sae ya 1 - Los Angeles - Enclosures (3) wy Pie 

Crim. Inv. 1 - Administrative Unit, CID - Enclosures (3)}—=== === af aac | 

Ident. —_____ Room \ 


“tet dora - Enclosures (3) - -- Yo PEC 15 1983 
Lob. 1 - Congressional Affairs Section - S Bneieauree: (3) 

Legal Coun. - - | 7 
alee ESH:srs ie naniaal 


Rec. Mgnt. 
Tech. Servs. 


Training 


Telephone Rm. —_ 


Director's Sec’y __— 


eS 


pore the ‘Above feebrade don. wid a of aes te. 
ie you. “ta cotresponding with your constituents, If you have. 
rey: Se queations, please ae BOc, heaitate. So gontact : 


“dikoeeaty Jeeta; 


Soh esk ‘Be Revell “ 
' Aesisrant Dizector ...» ee 
“Criminal Investigative. pivision. 


* NOTE s Above response fengueaeea by sal. White-Collar_ “Be 

Crimes Section, CID. The Congressman encloses .a copy GE> in “Lo bIe ae 
-@ letter he has received from a number of his’ constituents eae aes 
with regard ‘to: the Manner in which: the FBI. ¥écovered. computer, 


< ) equipment * which. was allegedly. used. in tapping: into. the com ~ 


and thé newspaper article entitled “FBT storm practsce ding. 


mercial Télemail system run by GTE.°°He asks: ‘that the ‘letter 


ee sTrvine". -be- Teviewes and’ comments furnished. ; cee PG 


cas ae Pa ws ee: oo . a » Crim, inv. i ; & inep: ; 
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Date November 1] 1983 


DIRECTOR FBI (196-4578) 
ATTN: TECHNICAL SERVICES DIVISION - ROOM 7159 


SAC, SAN DIEGO (196B-1018) (P) 


FRAUD BY WIRE; CONSPIRACY ' i 
00 : Alexandria 


b7Cc 


UNAUTHORIZED ENTRY INTO GENERAL TELEPHONE oe 
AND ELECTRONICS (GTE) TELENET SYSTEM OF , 
CUSTOMER COMPUTERS; 

FRAUD BY WIRE; 

ITSP ‘ 

00 : Milwaukee 


( Soe . 
' Re Bureau airtel to Alexandria, et al, dated a 


ve GC. OE 


, Re communication requested that any ovine, | 
‘during the investigation of captioned matters, be reviewed so 
as to assess any entry made into Department of Defense (DOD) 
computers. The brochure enclosed with the reference reviewed | 
as to alpha ‘listings and numeric listings. The evidence seized.. <sEh 

by search warrant in the San Diego Division revealedeno= => *” 
evidence which would substantiate a successful entry into the he 
DOD. computer systems by the subject in the San Diego Fay GARR g 084 


go Bureau | ; eee 
- Alexandria (196A-633) . 
; - Milwaukee (196B-798) . 
. 2 - San Diego 
- RDP/amr 


Transmitted ° —_ . Per _ aly 
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TRANSMIT VIA: _ PRECEDENCE: : CLASSIFICATION: : © 
CL] Teletype ’ (] Immediate ~ | 
CL] Facsimile - LJ Priority ~ 0 
O, Airtel 1 Routine ee . a 
' 1 UNCLASEFTO- 
i C) UNCLAS 
-/ 11/29/83 


Date 


TO: DIRECTOR, FBI 


(1968-1160) (BEEK «. 


7=GONSPTRACY | {25 
(00: ALEXANDRIA) . . Bee 
_ AX File: 196A-633° he : “el? 


UNAUTHORIZED ENTRY INTO GENERAL 

TELEPHONE AND ELECTRONICS (GTE).; 

_. TELENET SYSTEM. CUSTOMER COMPUTERS; : 
FRAUD BY WIRE; ITSP. . . » ves 
(00: MILWAUKEE) 
MI File: 196B-798 

BU File: -196-4578 


Re Director airtel to Alexandria dated 10/ 27/83. 


Boston functioned as an auxiliary Office in the above er ae 
Milwaukee case. Therefore, Boston is, not in possession of any seized 
to review. 


It is noted that the above referenced communication indicated. that 
two enclosures of a sensitive nature were attached to the airtel. However, 

' Boston received only one enclosure which was a blue covered pamphlet containing 
-a list of letters and numbers titled alphabetical listing. It appears from 
the above referenced communication that Boston did not receive a separate . 
enclosure which contains a numeric HEREIN that is a. yrs on" sequence 


CI6- 7 oe ay 


Transmitted 


Approved: mE ae ee eee 
MA GA . _' (Number). __. (Time) 


1A 
soon 
Nya! 


ana ere en // Io-6E FP 


BS 196B-1160 | 


the computer. A search was conducted at the Boston Division for the 
missing enclosure. 


It is believed that the enclosure was inadvertently 
left off the airtel. 


No further investigation outstanding in Boston. This matter 
has been placed in an RUC status. 
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Date 12/2/83 


TO: DIRECTOR, FBI 


FROM: 8a¢,SPHOENIX (196A-1325) CE 


ae; SS 
SUBJECT. ~ MAINFRAME oo 


eee 


- FBW; CONSPIRACY 
00: ALEXANDRIA 


Re Director letter ie Alexandria dated 10/27/83, and 
Alexandria airtel to the Director on 11/14/83. : 


Phoenix Division is unaware of any additional - 
information concerning hackers: entering Department of Defense 
computers other than that provided by Alexandria and Alexandria 
‘airtel to the Director, 11/14/83. 


Le - 3-H 


RR ee oe Oras 


fi DEC 7% 1983 ¢ 


- Alexandria’ (196A-633) at LY 


2 - Phoenix hee Viao-7l 
ERH: jlm TO A PCr & 
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| 1a] 3fea 
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FEDS p ry 
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TO DIRECTOR ROUTINE 
“NEW YORK ROUTINE 


4D sr ie . . ay TE it 
Ne 7) BF ms / 
APT NE-NEW YORK, HAUPPAUGE RA ae roe. vit i 


“ee 


WA INFRAME 5 FRAUD BY WIRE$ CONSPIRACY (Oo: AX) 


RE ALEXANDRIA TELETYPE TO. THE ‘BUREAU , OCTOBER. oii 1983. 
INVESTIGATION IN THIS MATTER HAS REVEALED THAT THE TRUE NAM 


OF THAT PREMISES ON OCTOBER 12, 1983. 


~L *‘)ras Totp sal HAUPPAUGE. RA, THAT HE WOULD 
1 t —— id z ‘ 
CONSENT TO BE INTERVIEWED IN | THIS MATTER. 196 - ne, ee S| - 


[_|HAS USED NUMEROUS ALIASES ON GTE TELEMAI INCLUDING Te 


= ar a HE IS ALSO THE BEADER OF A 


~-GROUP OF. HACKERS AND PHO NE. FREAKS KNOWN ‘AS THE. "PHALSERS". 


_ 9e bee ‘21 1983 7 
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PAGE. TWO AX 1964-633 UNCLAS re Sc tag 
Coos IS REPORTED TO KNOW THE TRUE NAME orl ——siw&S ANOTRER °S 
"SUBJECT OF THIS INVESTIGATION. | | | | 

DUE TO THE COMPLEXITY OF THE CO NTEMPL AT ED INTERVIEW , INVOLVING 
_ NUMEROUS ADD IT IO NAL UNSUBS AND OTHER COMPUTER SYSTEMS, IT WOULD BE 
IMPOSS BLE TO PROVIDE ALL NECESSARY BACKGROUND INFORMATION TO AN 
AO CASE AGENT. | | 


AUTHOR IZATION TS THEREFORE REQUESTED FOR. sald 


TO TRAVEL TO NEW YORK oN DECEMBER 20, 1983, TO CONDUCT SAID INTERVIEW, be 


(WITH ASSISTANCE FROM A HAUPPAUGE RA AGENT. SAC, NEW YORK, AND SAC, pire 
ALEXANDRIA, CONCUR. IF AUTHOR IZ, ATION IS GRANTED sal wren 
et, ‘ . 
BE ARRIVING AT ISLIP=MCARTHUR AIRPORT ON U.S. AIR FLIGHT 179 AT 
9:09 AMON DECEMBER. 20, 1983. | 
LEADS: ° - | | | . 
NEW YORK AT HAUPPAUGE RA: WILL SCHEDULE INTERVIEW wITHL_ | 
‘[__]For DECEMBER 29, 1983, ae es 


ALEXANDRIA REQUESTS THAT. sal BE MET AT. ISLIP- MCARTHUR 
AIRPORT AT 9:29 AM ON DECEMBER 20, 1983. | 
BT . _ . ; a ; - 7 . . Le se . 3 mo, No 
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10 REAXTEL TO THE DIRECTOR, DATED 12/15/83. 
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Training 


Memorandum eo ne - @ 


'_Z : Telephone Rm. ___ 
. Director's Sec’y __ 
Subject: | MAINFRAME; \FBW; CONSPIRACY; OO: AX 

PURPOSE: 


To respond to the Director's request for comments by 
providing a current update on captioned matter which involves 
the unauthorized accessing of the General Telephone and Electronics 
Company (GTE) Telemail system. § 


a 
RECOMMENDATION: 
None, for information only. 
-k. 
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Oft. of Cong. 
Exec. AD- Adm.__ ss Ident. ; Beira alse 
Ke | ~~ Exec. AD-Inv. _- Inspection Tech. Servs. 
Exec. AD-LES intall. Training 


DETAILS: 


GTE owns and operates a computer network known as Telenet 
which links various subscriber businesses and government agencies in 
numerous cities. Within Telenet is a service known as Telemail which 
offers computerized message capability seas Telemail custo Ss. 


An investigation..since August, 1983 by Ade eérmined 
that three loosely organized groups of computer hackers had been 
accessing Telemail and had been browsing, altering, and destroying 
information maintained in the Telemail system. One hacker had left 


a message that he/she would disrupt the whole system if access to the 
.administrative file could be achieved. Companies and agencies whose 


records were penetrated by these hackers include TRW; NASA: 1 TBM 5 cs soon 


ff 


we FBI/DOS 


4 
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to Mr. Revell Memorandum ; b6 
RE: MAINFRAME b7c 


Jet Propulsion Laboratory; Northrop Corporation; Hughes Aircraft 
Corporation; U. S. Department of Agriculture; and the Department 
of Defense ARPNET system. 


As a result of investigation which identified some of 
these hackers, on 10/12 and 13/83, a total of fifteen search 
warrants were executed in nine cities throughout the United States. 


The searches resulted in seizing computers and computer-related 


paraphernalia which were utilized by the hackers to place long 
distance telephone calls and to illegally access, alter, or destroy 
information in the GTE Telemail system. The search warrant affida- 
vits specified that any computer or computer-related paraphernalia 
was to be seized and that the unauthorized accessing of the Telemail 
system had resulted in violations of the Fraud by Wire Statute 
(Title 18 U.S. Code Section 1343) and the Conspiracy Statute (Title 
18 U.S.C. Section 371). 


Currently, Alexandria is in the process of reviewing all 
documents and information storage devices such as floppy discs which 
were seized during the execution of the aforementioned search warrants. 
Because of the volume of evidence seized, this review has been some- 
what lengthy and is expected to take several more weeks. Once all 
evidence has been reviewed, the investigative findings will be provided 
to the United States Attorney's (USA) Office and a prosecutive decision 
as well as a prosecutive strategy will be formulated. Thereafter, if 
the USA's Office concurs, it is anticipated that this case will be pre- 
sented to a Federal grand jury for prosecutive consideration. 


The foregoing response was coordinated with John Collingwood, 
Legal Counsel Division. 
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When a group of Milwaukee computer 
hobbyists used. their telephones to tamper 
with data stored in the computers of New 


There’s no federal law against that kind of 
computer trespass, which. is on to rifling 
somebody else’s filing cabinet. 

That: may be one reason the Federal Bu- 
reau of Investigation seized the equipment of 
‘several other computer owners in ‘raids last 

month, including one‘at the State University 
| at Stony Brook. In the absence of a-specific 


portedly planned to prosecute them under 
| the laws against telephone-fraud. | 
‘This showed that the federal government 
was serious about preventing similar occur- 
rences in the future, as it should be. 
But it also raised some questions: Since 


| “nor charged with a crime, should the FBI 


York’s Sloan-Kettering Institute and other 
major institutions last summer, law-enforce- - 

ment. officials were caught flat-footed. — { 
’ network had been placed from the home of 
_ the computer’s owner and from the universi- 


law against computer offenses, the FBI re- ~ 


| the computer owners were neither arrested 


How to Punish ¢ Computer Trespass | 


have marched _off with their equipment? 
The computer seizures were all autho- 


" rized by search warrants. According to an 


affidavit filed with the warrant used at 


‘Stony Brook, telephone records showed that 


unauthorized calls into a national computer 


ty radio station where he works. 

The telephone ‘records surely make 
strong circumstantial evidence. But the gov- 
ernment must follow up by filing charges 


_ and then show that some g genuine fraud-has 


been’ committed. If it can’t do that, the justi- 
“fication for 1 ‘for the seizures will evaporate. 
- Computer break-ins are potentially dan- 


"gerous. - -They facilitate various economic 


crimes as well as violations of privacy. Com- 
puter hobbyists with no criminal intent may. 
inadvertently wipe out valuable informa- 
tion. But the punishment should fit the 
crime. If that means new laws are needed, 


_it’s up to Congress to provide them. 
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| EDITORIAL 


The Washington Post 

The Washington Times 

Daily News (New York) 

The New York Times 

The Wall Street Journal 

The Chicago Tribune 

The Los Angeles Times 

The Christian Science Monitor 
USA Today ro 
Newspay 6 


Date ee | Med &: ok - * 


Page ae FBI/DOU 


. Approved:. © 


° ’ “BRANSMIT VIA: ~ PRECEDENCE: | CLASSIFICATION: | . 
“ 1 Teletype . O Immediate Oo re 
LC) Facsimile '. OO Priority oO 
> # KX Airtel’ O) Routine — 0 
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ey . Date 12/19/83 
f TO) DIRECTOR, FBI ' 
4 —_— . 
a (oo 9 C, ALEXANDRIA (196A-633) (P) 
shy Ye of / , 
A) fs (MAINFRAME a : 
ar RBW; CONSPIRACY . VUY 
MR (O0:AX) ; 
: “d Re. Alexandria teletype to the Bureau, 10/6/83. 
Boot _ 7 fo. 
pny Enclosed for the Bureau are two copies of an FD-515 
ue - and one copy of an internal GTE letter regarding captioned 
wed matter. 
OIE 
e) For information (of the Bureau, investigation in ! 
oe captioned matter led to the execution of 15 searches. on 
Se 10/12/83, and (10/13/83. 
. . 
Q The searches resulted in the seizure of computers 
Mh and computer-related paraphernalia at alli locations. The ° 
oi seizure of the equipment effectively stopped the cont inuous 
and daily unauthorized access to the GTE Telemail sys bé 


- AA] a b7c 
stated:that the majority of Telemail customers (and, approximately| _ 


17 of the 19 customers mentioned in enclosed letter) can 
terminate their accounts with 30 days written notice. There 
are some customers (2 of the’ 19 mentioned) who are "re-sellers" 
of service and have a one year contract .— , 


ae Oe pean 


Bou a _ Ie S- oF 


Bureau (Enc. 
@ Alexandria 
GDF:gaj . 
(3) . ON 


Transmitted. Per 
(Number) (Time) 


AX 196A-633 


stated that 


representatives of American Hospital 


Supply Company (AHSC), NASA, Raytheon and other companies 
contacted her and were extremely concerned about how long 
the intruders were going to be in.their accounts. It is 
opinion that, had the hackers not been identified 
y the FBI and prevented from accessing Telemail by the 
seizure of computers, a significant number of the penetrated 
companies would have terminated their Telemail services, 


As stated in the 


impact of the unauthorized: 


the immediate revenue loss 
loss is based on a loss of 


enclosed GTE letter, the financial 
accesses extended far beyond — 

of affected customers. The. potential 
customer confidence in the security 


of the system, resulting in the termination of customer 


accounts and/or failure to 


obtain new customers. 


That potential economic loss has been prevented 
by this investigation in that the vast majority of intruders 
were identified and had their computers seized. Further, 
GTE officers report no unauthorized accesses occurring since 


the date of the searches. 


This is, attributed to a deterrent 


efféct created by the media coverage in this case. 


2* 


b6 
b7C 


et 7 ? ” ms 


GTE Telenet 
Communications Corporation 
C. Thomas Tay!or " . 8229 Bocne Boulevard © 
Vice President, . Vienna, Virginia 22180 


‘Network Applications & Terminals - (703) 442-1245 


‘9 September 1983 


G elenet 7 ; su = _ bre 
Program Office 


8229 Boone Blvd. 
Vienna, VA 22180 


SUBJBCT: TELEMAIL SECURITY INVESTIGATION 


Analysis of the financial impact of the current Telemail security problem indicates 

that nineteen customers have been affected. The monthly revenue for these customers 
as of July, 1983, amounts to $297,971. Assuming that on the average, each of these 
customers would continue to use the service for minimum of three years, this equates 
to-a potential loss of revenue from this customer group of $10,726,956. 


The three year impact amount is actually understated in that many of the nineteen 
customers are in their introductory phase with Telemail and would logically grow 
substantially over the July 1983 billing amount. 

In addition to the customers that are directly affected, the entire Telemail business 

is indirectly affected by the severity of the security problem. In attempting to 
estimate the potential damage to the entire Telemail business, I have assumed a 50% 
loss factor pertinent to the 1984-1988 period. This amount consists of $189,500,000. 


Please let me know if you require additional material on this subject. 
Sincerely, 


b6 
b7C 


| nay, = i3- A 


A part of General Telephone & Electronics eres. PNL.Bi 


ass 


FY 4:2 
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FD-515 (Rev. 9-24-82) 


\ ACCOMPLISHMENT REVORT 


(Submif within’ 30 Bays from date of accomplishment’ « 


ve a, _ DIRECTOR, FBI 

FROM: {foSAE, 

SUBJECT: “MAINFRAME 
FBW; 
(O07AX) 


yALEXANDRIA 


CONSPIRACY 


Preliminary Judicial Process 
(Number of subjects) 


Bureau File Number 


196A-633 


OO - x if ajoint FBVDEA (or 


other Federal Agency * *) 


operation. 


oO - X if case involves 
corruption of a public 
Official (Federal, State or 
Local). 


1.: Acctg Tech 
oO 


arf 

2. Aircratt 
Assistange 
3. Computer 
Assistance 


4. Consensual 


@ 


Date 


12/19/83 - @ 


Investigative Assistance or Techniques Used 


1 = Used, but did not help 

2 = Helped, but only minimally 
3 = Helped, substantially 

4 = Absolutely essential 


6. ELSUR - 11. Lab Div 
Title tI Field Suppor 

7. Hypnosis 12. Pen 
Assistance Registers 

8. Ident Div 13. Photographid 
. Assistance Coverage 

9. Informant 14. Polygraph 
~Information Assistance 

10. Lab Div 15. Search Warr 
Exams Executed 


Were any of the investigative assistance or techniques listed below used in connection with accomplishment 
being claimed? O No fy Yes - If Yes, rate each used as follows: 


46. Show Mone: 
Usage 


7. Surveil. 
Sqd Asst 


18. SWAT Team 
Action 

19. Telephone Ti 
Records 

20. Undercover 
Operation 

21. Visual Inves 
Analysis (VI 


Arrests, Locates, Summonses 
& Subpoenas (No. of subjects) 


FBI Arrests - 


FBI Locates - 


Criminal Summons 


Number of Subjects of FBI Arrests Who Physically Resisted 
Number of Subjects of FBI Arrests Who Were Ammed 


Subpoenas Served 


Hostages Held By Terrorists 


C. Release of Hostages: (Number of Hostages Released) 


; All Other Hostage Situations 


Subject 1 - Name - : 


O Pretrial 
Diversion 


Dismissal 
a Acquittal |” 


Diversion 
Dismissal 
Acquittal 


Pretrial 
Diversion 


F. Final Judiclal Process: Judicial District 


Restitutions 


Potential. Economic 
Loss Prevented 


E. Civil Matters 
Amount of Suit 


Settlement or Award 


Government Plaintiff 


Enter AFA Payment Here 


(Use two letter state abbreviations per U.S. Post Office Guide.. For Example - The Northern District of Texas as ND TX; The | 


State District of Maine as ME in the state field only.) 


- Convictions - 
Enter conviction and 
sentence data in space at 
right. If more than four 
sections are involved, limit to 
the four most relevant. 


-« Convictions - 
Enter conviction and 
sentence data in space at 
right. !f more than four 
sections are involved, limit to 
the four most relevant. 


Conviction 


Subject’s Description Code * - 


In-Jall Term Suspended 
| mos | vrs | 


| Mos_| vrs | 


- Convictions - 
Enter conviction and 
Dismissal sentence data in space at 
Acquittal right. If more than four 
sections are invoived, limit to 
the four most relevant. 


Subject’s Description 


Suspended 


Code * - 


Attach additional forms /f reporting final judicial process on more than three subjects. 


Remarks: 


2; Bureau 


ve a Ne 
2-teKomexX Alexandria 


** Identify the other Federal Agency(ies) in the Remarks Section. 


wottA 


ake 
not 


a 
=== 


(1 - 196A-633) (1 - Statistics in Process) -GDF:gaj (4) 


* See codes on reverse side. Subject description codes in Section F are required only when reporting a conviction. 


|_¥rs__| Mos 


FBI/DOJ 


Property Type Codes* : Potential Economic Loss Prevented (PELP) Type Codes * 


Code . Code 
No Description No Description 
1 Cash (U.S. and foreign currency) 21° Blank Negotiable Instruments or Tickets 
2 Stock, Bonds or Negotiable Instruments (checks, travelers checks, 22 Counterfeit Stocks, Bonds, Currency or Negotiable insiumients 
money orders, certificates of deposit, etc) 23 Counterfeit or Pirated Sound Recordings or Motion Pictures 
3 General Retail Merchandise (clothing, food, liquor, cigarettes, TVs, etc) 24 Bank Theft Scheme Aborted 
4 Vehicles (autos, trucks, tractors, trailers, campers, motorcycles, etc) _ 25 Ransom, Extortion or Bribe Demand Aborted 
5 Heavy Machinery & Equipment (heavy equipment, computers, etc) 26 ‘Theft From, or Fraud Against, Government Scheme Aborted 
6 Bulk Materials (grain, fuel, raw materials, metals, wire, etc) 27 Commercial or Industrial Theft Scheme Aborted 
7 ~~ Jewelry (including unset precious and semiprecious stones) 
8 Precious Metals (gold, silver, silverware, platinum, etc) 
9 Art, Antiques or Rare Collections 
10 Dangerous Drugs 
11 Weapons or Explosives 
12 Businesses or Assets Forfeited 30 All Other Potential Economic Loss Prevented (not falling in any 
20 ~All Other Recoveries (not falling in any category above) category above) 


*The case file must contain an explanation of the computation of the recovery value or loss prevented. An explanation airtel must accompany this 
report if the recovery is $1 million or more, or if the PELP is $5 million or more. 


Subject Description Codes * 
- Enter Description Code Only When Reporting a Conviction - 


Organized Crime Subjects: Union Members: 
1A Boss, Underboss or Consigliere 5A International or National Officer 
1B Capodecina or Soldier 5B Local Officer : 
1C Possible LCN Member or Associate 5C Union Employee 
1D OC Subject Other Than LCN Government Official Or Employees: 
Known Criminals (Other Than OC Members): 6A Federal - Elected Official 
2A_ Top Ten or I.O. Fugitive _ 6B Federal - Nonelected Executive Level 
2B Top Thief 6C Federal - All Other 
2C Top Con Man 6D State - Elected Official 
Foreign Nationals: 6E State - Nonelected Executive Level 
. 3A Legal Alien ; 6F State - All Other 
38s itlegal Alien 6G Local - Elected Official 
3C_ Foreign Official Without Diplomatic Immunity 6H Local - Nonelected Executive Level 
3D U.N. Employee Without Diplomatic Immunity 6J Local - All Other 
3E Foreign Students Bank Officers Or Employees: 
3F All Others : 7A_ Bank Officer 
Terrorists: . 7B Bank Employee 
4A Known Member of a Terrorist Organization All Others: 
4B Possible Terrorist Member or Sympathizer 8A _ All Other Subjects (not fitting above categories) 


*If a subject can be classified in more than one of the categories, select the most appropriate in the circumstance. 


Instructions 


Sublect Priorities for FBI Arrest or Locates: 
A - Subject wanted for crimes of violence (i.e. murder, manslaughter, forcible rape, robbery and aggravated assault) or convicted of such crimes in 
the past five years. 
B - Subjects wanted for crimes involving the loss or destruction of property valued in excess of $25,000 or convicted of such crimes in the past 
five years. 
C - All others 


_Claiming Convictions Other Than Federal: 


It is permissible to claim a local (state, county or local) conviction if the FBI’s investigation significantly contributed to the successful local 
prosecution. A succinct narrative setting forth the basis for claiming a local conviction must accompany this report. When claiming a conviction 
other than Federal, enter the word “LOCAL” in the ‘‘Conviction-Section” block, disregard the number of conviction counts, but enter the sentence 
in the appropriate blocks. Enter “LF” in the “In-Jail’’ block for all life sentences and “CP” for all capital punishment sentences. 

Reporting Convictions: 
Convictions should not be reported until the sentence has been issued. There are two exceptions to this rule. The conviction information can be 
submitted by itself if: 
1. The subject becomes a fugitive after conviction but prior to sentencing. 
2. The subject dies after conviction but prior to sentencing. 
An explanation is required in the Remarks section for either of the above exceptions. 

Rule 20 Situations: 
‘The-field office that obtained the process (normally the office of origin) is the office that should claim the conviction, not the office where the 
subject enters the plea in cases involving Rule 20 of the Federal Rules of Criminal Procedures. 


_Investigative Assistance or Techniques (IAITs) Used: 


-Since more than one IA/T could have contributed to the accomplishment, each |A/T must be rated. 
-The IA/T used must be rated each time an accomplishment is claimed. (For example - if informant information was the basis for a complaintg en 
arrest, a recovery and a conviction and if separate FD-515s are submitted for each of the aforementioned accomplishments, the “Informant i 
“Information” block must dé rated on each FD-515 even if it was the same information that contributed to all the accomplishments.) ‘ ; 
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_FD-36 (Rev. 8-26-82) 


\ 
‘Ae 
‘Ths - Bureau 
. 
2 


FBI 

TRANSMIT VIA: | PRECEDENCE: CLASSIFICATION: 
C) Teletype L] Immediate OT 
C1] Facsimile 2 Priority CJ 
Coo (" Routine C1] ¢ 

L] UNCLASE FTO 

CC] UNCLAS 

Dat 12/29/83 

AIRTEL are 
TO 3 DIRECTOR, PBI 


(ATTN: TECHNICAL SERVICES DIVISION, ROOM 7159) 
™ 
FROM: er May (196A~-677) (P) 


supgEot: “MAINFRAME 
Xe FRAUD-BY WIRE; 
GONSPIRACY 


(OOr ALEXANDRIA) 


Re Alexandria airtel to the Bureau dated 10/27/83. 


Copies of evidence seized nl q 
by the Albany Division were reviewed ar 

with respect to entry imto Department of Defense Computers and y 
the results were negative. 


Tt should be noted that all the evidence sei 
Albany Division was sent to the Alexandria Division. 
had available selected copies of this evidence for revi 


[ss |materiais contain the following notations: 
2. voe:[_] 


\ Investigation in the Albany Pivision is continuing. 
4 * 2 ! 
~ Alexandria 


Io-Y 7/3 ~BS) 


- Albany rm, 
RAH:dld gO TON ABBE 


|) 


f\ 261 om 
64 Me 3 Wnty 


Transmitted . Cire: CS 
(Number) (Time) b7c 


= . f (a 


‘2 


SAC, Alexandria 1/12/84 
Director, FBI 


WAIN FRAME 

JD BY WIRE; CONSPIRACY 
OO: ALEXANDRIA 
AX File Number: 196-A-633 


b6 
b7C 
UNAUTHORIZED ENTRY INTO GENERAL TELEPHONE AND 
ELECTRONICS (GTE); TELENET SYSTEM CUSTOMER 
COMPUTERS; FRAUD BY WIRE; ITSP 
00: MILWAUKEE 
MI File Number: 196-B-798 a 
Bufile: 196-4578 
Saas ReBulet to SAC, Alexandria, et. al., dated 10/27/83, 
captioned as above, in which recipients were requested to furnish 
information regarding computer hackers. 
To date, only four recipients have responded to this nS 
request. It is imperative that recipients of instant letter S 
submit their responses immediately to the Technical Services $2] 
Division, Room 7159. ; te 
: o 
Baltimore 2 - Newark as 
Boston 2 - New York 2 
Buffalo “2 - Oklahoma City-—*WW.. int 
Detroit 2 - Omaha 4 
Los Angeles 2 - Phoenix 2 
Milwaukee 2 - Tampa = 
, Rm. 3841, TL #231 b6 


Exec AD Adm. __— 
Exec AD Inv. 
Exec AD LES ____ 
Asst. Dir.: 
Adm. Servs. 


Crim. Inv. 


Ident. 
Insp. ————___ 
Antell. 
Lab. 
Legal Coun. 
Off. Cong. & 

Public Affs. 
Rec. Mgnt. 
Tech. Servs. 


Training 


Telephone Rm. —_— 
Director's Sec’y _— 


Rm. — ie ~ LY ] Bo! | 


TIRACORDED COPY Fi 


~ 1 $EROR 


MAIL ROOM f 


Mi 
ol 
O 
Lu 
= 
<< 
= 


Airtel 


Unclas 


nivector, 


I 


uM 
$ C, Alex ria (196A-633) 
( OMMINFRAME; FBW; CONSPIRACY; 00: AX 


Re Alexandria airtel to the Bureau, 12/19/83. 


A review by FBIHQ of the recently implemented parameters 
concerning PELP claims indicates that AX'x PELP claim on the Fp-515, 
which was enclosed with referenced airtel, cannot be accepted. 


Under the new PELP guidelines, implemented for fiscal year 
1984, any theft scheme against a commercial or industrial firm that 
is aborted by the PBI prior to its fruition will be claimed as a PELP 
only if the specific value of the loss can be firmly stated. Addi- 
tionally, all PELP claims, no matter the value, must have a justifi- 
cation which will concisely explain the circumstances of the PELP and 
the value claimed. No claim will be allowed based on an estimate. 


Although GTE states their potential loss was over $10 million, 
that figure is an estimate of possible loss and does not refer to a 
in jeopardy. . 


3 pay ee 
Exec AD Adm, ___ chia CSE : 


Exee AD Inv. 


Exec AD LES _____ 


1 
Asst. Dir.: nM J AN 1984 
Adm. Servs. 
Crim, Inv. ee sccm ey 
Ident. a 
Insp. 
Intell. 2 ie A 
Lab, ie ana 
Legal Coun. ° 4 
Off. Cong. & ap A) . . 
Public Affs. SO ir 
Rec. Mgnt. ee . 
Tech. Servs. ; 
Training ’ a 
Telephone Rm, —— ; AN) i 
Director's Sec’y ____—- MAIL ROOM 


in 
S 
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-FBI : 

TRANSMIT VIA: PRECEDENCE: CLASSIFICATION: 
© Teletype C Immediate OT ; 
LL] Facsimile © Priority Oi x 

hy WW Airtel C) Routine 0 : 
; O UNCLASEFTO si 
f CO UNCLAS NN 

a Date 

\ oe 
a DIRECTOR, FBI (196-4578) ™~ 
ee Ny ATTENTION: TECHNICAL SERVICES DIVISION ‘ 
gs te ROOM 7159 Pp a 
% Pe b7C Q 
FROM: SAC; MILWAUKEE (196-B-798) (P) 4 
SUBJECT? ~MAIN FRAME,” be 
FRAUD~BY WIRE; CONSPIRACY ra 
OO: ALEXANDRIA Oo 
AX File Number: 196-A-633 8 
fa 
S 
Z 


UNAUTHORIZED ENTRY INTO ‘GENERAL TELEPHONE AND 
ELECTRONICS~ (GTE)é ;/TELENET SYSTEM CUSTOMER COMPUTERS; 
FRAUD BY WIRE; ITSP : rae 

00: MILWAUKEE ( 


Re Bureau letter to Alexandria, Et Al, dated 10/277 833 
Milwaukee airtel to Bureau, Et Al, dated 11/8/83; 
Bureau letter to Alexandria, Et Al, ce 1/12/84. 4K 


i ee) ae @. 
|. The above referenced Milwaukeé airtel 8 the Bureau was 
in response to the Bureau's initial request for information in 


the letter dated October 27, 1983. If the Bureau has misplaced 
referenged airtel, a copy has been enclosed. ) 


gatos s ha 
BUREAU (Encl. igs 2 EU 1984 


(Number) (Time) 


64 Wide C B J few Transmitted 


"TRANSMIT VIAL 
-.€] . Teletype | 
“1 Facsimile 


‘DIRECTOR, FBI. a 
(ATTENTION: °* TECHNICA 
ROOM 7159) 


SAC, MILWAUKEE (1968-798) AP) 


ae UNAUTHORIZED ENTRY ‘INTO 

: GENERAL TELEPHONE AND ELECTRONICS (GTE) 
TELENET SYSTEM CUSTOMERS ' COMPUTERS 3, 

FRAUD BY WIRE; enue 

00: “MILWAUKEE. 


* . a 5 ses 


‘Re Bureau airtel to Alexandria, dated 10/27/83. 


set me Sal Hien aaa : 


“Milwaukee has reviewed seized Gateriais. end found no... 
references to Arpanet-linked systems, 3ureau_ should a 
_ be. advised that the most capable hacker who is cooperating — 
in this matter destroyed all records before consenting to ~ 
interview. Also, the hacker subjects believed to have 
breached the system operated by Los Alamos National Laboratory 
are not cooperating and have not been served with, nor are - 


ke = ; they aikety to be served men search warrants. 


: “Because ‘auxiliary ‘offices in ‘captioned. matter have © 


- Bureau  - 
- Albuquerque 
~ Boston 
‘Dallas .. 
- Newark. - 
- New York 
= Tampa ee oe. 

~ Milwaukee (196B-798) 
68 :cal 2 
‘| (17) pngl 


_/ 


> emanate 
‘ 


: ‘Transmitted 


“Approved: — 
ta ee amber 


11/29/83 


oS Os -_ ‘DrECTOR, FBI : 
Fa mc, BOSTON (1968-1160) ce) 


: “e Director airtel to Alexandria dated a woes, 
. : : Boston functioned as an awdiliary office in the above captioned 
i a Milwaukee case. Tierefore, Dost is not in poeseesion of any actso materiale a 
“, to review. wT oy 
pe “Tt is noted that the above referenced commmnication i indicated that. Se 


Er RTM Ph 7 
CRTC! 


Cr a oo. - 


penne pte nee 


oe 


| Memerandum e@ a ® 


To +: DIRECTOR, FBI Date 1/19/84 


mu BOSTON (196B-1160) (RUC) 


suspect: tam FRAME; 
BW7—CONSPIRACY 
00: ALEXANDRIA 
AX: 196A-633 


o 
oO 


b7Cc 


Iw 


UNAUTHORIZED ENTRY INTO GENERAL TELEPHONE AND 
ELECTRONICS (GTE); TELENET SYSTEM CUSTOMER COMPUTERS; 
FBW; ITSP : 

00: MILWAUKEE 

MI: 196B-798 

BU: 196-4578 


non 


196-98 75- 


\) 
Re Bureau letter to Alexandria, 1/12/84 and Boston 
airtel to the Bureau, 11/29/83. \ 


UNRECORDED 


Enclosed for the Bureau are two copies of Boston's 
RUC airtel dated 11/29/83, which responded to Bureau letter 
to Alexandria, Et Al, dated 10/27/83. The airtel is self-explanatory 
in that Boston, merely being a lead office for Milwaukee, 
had no information relative to the request of the Bureau. 


Aue ih 


(2) - Bureau (Enc 


2 - Alexandria (196A¥633) 
2 - Milwaukee (196B- 798) 
1 - Boston 

WGS/dw 

(7) 


: pnaiiot 
sptaeeaen  aecaeetomneteet 


fr 
x 


e jt 28 1984 


FBI/DOJ 


AXO G22 921 BO19Z 
a in : : RECEIVED. 
PP Ha... Bee TELETYPE ONT 
 DEVAX va ; | Jaw od Wz : . 4 
D . AN ZA oENERAL BUREAU ; a cee 
P20 22002 JAN 64 FEDERAL BUREES | yee EF , 
Fil ALEXANORIA’ (1968-633) P | Ustorry 
, : et » j Laga) Cous,_ Parnes 
TO DIRBCTOR PRIORITY oy : or eae i eo, hag 
ot |) Tech Sere oo 
LBAN PRIORITY - a e fis ee _ Taig Po 
Pp JD . i : 8 RHEL oF Gong, : 
“tT BUFFALO PRIORITY . Oe — fee. are peaiess eee 
_ i 7 is bau Se 7 ae ce ee 
j) DETROIT PRIORITY oe _ Preece sacy 
LOS ANGELES PRIORITY 
NEW YORK PRIORITY’ 
OKLAHOMA CITY PRIORITY 
OMAHA PRIORITY. ie Ee we 


PHOENIX PRIORITY: 
“SAN DIEGO PRIORITY: ° 


BT 

UNCLAS | | | 

Aid 1upRa Me) FBW3 CONSPIRACY (X00 AX). bé 
ne ‘b7C 


RE: AX TELETYPE. TO DIRECTOR, JANUARY 2g, 1SGa. 
ALL RECEIVING OFF IGES WERE REQUESTED ae HAVE OWNERS INSPECT.” 


As" aGREEMENT PRIOR TO wlll =a oe be 
ae propnier} Of? cat @ SPECIAL AGENTS re 


AND SIGN A’ "HOLD HARA 


en 


We? Jan. 24-4994 


‘ ‘ ‘ ; ; bees ’ 
: : ; t : ¢ ae q 2 


PAGE Two AX 196A- 633 CLAS — . ae oe 


4 _ om 


af REQUEST “HOLD” HARMLESS" AGREEMENTS, 
. RECEIVING OFFICES ARE REQUESTED TO RE TAIN EQUIPMENT WHICH nese 


BEING SHIPPED. TO aHEtt UNTIL ALEXANDRIA CAN OBTAIN CLASSIF ICATION, 
ALL OFFICES wILL BE NOTIFIED, ASAP. 
BT . . 


on é 9 
AXODZE G201726Z ae 7 | 
a eee 
RR HQ AL BUDE LA NY OC OM PX SD icy 02, 


MYT 
Dean Gs UN BY 7 19, 


R 2OV726Z JAN 84 Gf BSERSL SURey 
er A _ PPIAVESTISATION® 
LLL, Ft] ALEXANDRIA C196A-633) CP) : 


4| DIRECTOR ROUT INE . P 
ALBANY ROUTINE es ie 
Telephone Rm. ___.. 


BUFFALO ROUT INE , ais Dvactor’s Sec 


TETROIT (28E-847) ROUT INE 
LOS ANGELES ROUTINE 


NEW YORK ROUTINE ise 


b7C 


OKLAHOMA CITY (196A-1278) ROUTINE 
OMAHA. ROUT INE 

PHOENIX ROUTINE | 

SAN DIEGO (196B+ 1918) ROUT INE 

BT 

UNCLAS 


jp ALIN: NEW YORK, BROOKLYN- QUEENS MRA 
( Ma rueRAneD FH: CONSPIRACY (00:AX) 

RE ALEXANDRIA TELETYPE TO DIRECTOR, OCTOBER 6, 1983. 
% FOR INFORMATION OF THE BUREAU AND ALL RECEIVING OFF ICES, msm’ 


Jb a 1S AOgneem z 


_ ew : 
. 7 


PAGE TWO AX 1968-633 UNCLAS 
ALEXANDRIA HAS COMPLETED REVIEW OF EVIDENCE SEIZED IN CAPTIONED 


MATTER. ALEXANDRIA IS RETAINING PRINI-OUTS, NOTES, FLOPPY DISCS, 
ETC., FROM EACH SUBJECT THAT HAVE EVIDENTIARY VALUE. HOWEVER, 
AT THE REQUEST OF THE UNITED STATES ATTORNEY, EASTERN DISTRICT 
OF VIRGINIA, THE COMPUTER HARDWARE AND NON-EVIDENTIARY MATERIAL 
ARE BEING FORWARDED TO EACH OFFICE FOR RETURN TO OWNER AT THIS 
TIME. EQUIPMENT IS BEING SENT FROM ALEXANDRIA VIA BUMAIL OVER 
THE NEXT TWO WEEKS. | | ; : 
LEADS: | 
ALL RECEIVING OFFICES ARE REQUESTED TO: 
1.) RETURN EQUIPMENT TO OWNER AND RETAIN A RECEIPT FOR 
“RETURN OF SAME. 
2.) HAVE OWNER INSPECT EQUIPMENT AND SIGN A "HOLD HARMLESS” 
AGREEMENT STATING THAT HE/SHE HAS "INSPECTED EQUIPMENT LISTED 
ABOVE AND FOUND IT TO BE IN SATISFACTORY CONDITION. I FURTHER 
AGREE TO HOLD HARMLESS THE UNITED STATES GOVERNMENT FROM ANY 
CLAIMS CONCERNING SAID EQUIPMENT”, OR WORDS TO .THAT EFFECT. 
ee) IF OWNER IS UNWILLING TO SIGN SUCH A STATEMENT, THE 
EQUIPMENT WILL BE RETAINED BY LOCAL OFFICE UNTIL FINAL ADJUDICATION 
OF THIS MATTER WITH RESPECT TO THAT SUBJECT. 


Ae set ox seers ® 
PAGE THREE AX I[6A-633 “UNCLAS , 


4.) FORWARD TWO COPIES OF ABOVE RECEIPTS TO ALEXANDRIA 
WHEN OBTAINED. 
BI 


sss 


FD-36 (Rev. 8-26-82): 


i 


».\ 


' Approved: Atle) Transmitted 


(Number) 


TRANSMIT VIA: = PRECEDENCE: CLASSIFICATION: i 
O Teletype _ Immediate OG ~s 
Ci Facsimile . [J Priority im 
kK) _._ AIRTEL. O Routine QO 
[] UNCLASE FTO 
CO UNCLAS 
Date _1/24/84 ; 
soy . 
TO:. DIRECTOR, FBI 
FROM: SAC, OMAHA (196A-922)(P) 
. & 
SUBJECT: «MAIN FRAME} 
SUAIN FR NBY-WIRE; CONSPIRACY; 
OO: ALEXANDRIA 
AX File Number: 196A-633 
; b6 
m ; b7C 
fo . ET AL; 
. UNAUTHORIZED ENTRY INTO GENERAL 
: TELEPHONE AND ELECTRONICS (GTE); 
TELENET SYSTEM CUSTOMER COMPUTERS; 
FRAUD BY WIRE; ITSP; 
00:‘ MILWAUKEE 
MI File Number: 196B~798 
Bufile Number: 196-4578 
Pz) 
= - . Re Bulet to SAC, Alexandria, et. al., dated 10/27/83 Ni 
. and Bulet to Alexandria dated 1/12/84. t 
For information of +t Bureau ivision yn wonducte ~ 
a search of the residence of conégrnihg z= 
the MAIN FRAME investigation conducted by the Alexandria Division. ™ 
All items seized in this search were immediately sett! jt o fllexand ia. tf 
Accordingly, there is no way to determine if hackers, inyvédved Zz 
in instant matter had made entry into the Department ofDefense ~ 
computers. In addition, efforts to interview[___]were negative, E 
as he was instructed by his attorney not to consent to any inter iewsE 
by the FBI. < 
196 - +49 3 — | e 
()- Bureau SO 
1 - Alexandria (196A-633) (Info) £ 
2 - Omaha E 
MJH:cac 
(3) § 
Sore a f 
i 


